LEARNING

e
e K2

K2 connect
Course Handbook

Version: 2.2

Date: September 2016

K2 connect Page 1 of 104



Table of Contents

Table of Contents .. ... L 2
Introduction to K2 connect ... 4
K2 CONNECt fOr SA P 5
K2 SmartObjects (refreSher) 6
K2 connect, SAP and SmartOb eCts ... . il 7
K2 SmartObjects - Architecture (refresSher) . 8
K2 connect Conceptual ArChiteCtUre ... o e 11
K2 CONNECt COMPONENES . . 13
K2 connect Administration CONSOle .. ... ... L 15
K2 connect Client CONSOIe .. 17
The Service Object DesigNer 18
The Test COCKPIt ... 20
Creating SmartObijects for K2 connect Service Objects ... ... ... 22
REVIEW and Q& A 23
K2 connect Configuration and Administration .. ... ... . 24
K2 connect and SAP: Conceptual ArchiteCture . ... L 25
K2 connect Components and Machine Boundaries ... .. . . 27
K2 connect: Installation .l 29
Destinations and Service ObjeCts ... . .. 31
Configuring DestinatioNs ... 34
MuUltiple DestinatioNs . . ... 38
Isolated SAP Systems and Destinations ... ... . 39
Shared SAP Systems and Destinations ... ... 39
Destination NamMiNG ... 40
Service Object Explorer and Test CoCKpIt _ ...l 42
Design-time AUTheNtiCatiON . . 45
Runtime Authentication ... . 47
K2 SSO and SAP Authentication .l 51
Distributed Install - NLB ... 56
Logging and TroubleshOOting ... .o 61

K2 connect Page 2 of 104



Review and Q& A . .. 64

Developing with K2 connect .. . . 66
Service Objects and SmartOb eCts . ..l 67
K2 connect development t00lS .. . 69
The Service Object DesigNer 71
TSt COCK DIt .. 74
High-level steps to expose a SAP BAPI as a SmartObject ... ... .. ... 77
Service Methods, Parameters and Structures ... ... ... .. 81
Custom Service Methods ... .. 85
Using XML properties instead of StruCtUres ... ... o 88
What happens when you publish a Service Object? ... .. 91
WHING data 10 S AP 93
Custom Transformation Mapping Code ...l 95
Deploying to other servers/envirONmMeNntS . L 97
Review and Q& A . L 102

Terms Of USe ... L 104

ACCEPTANCE OF TERMS . e 104
COPY RIGHT e 104
THIRD-PARTY INTEGRATION . e 104
NOTICE REGARDING CONTENT OF THIS DOCUMENTATION .. . 104

K2 connect Page 3 of 104



Introduction to K2 connect

200.PVG
Version:1 F
Duration:

Introduction to K2 connect

= |ntroduces K2 connect

= Describes the basic architecture used to expose SAP BAPIs as K2
SmartObjects

This learning module introduces K2 connect and describes the basic architecture used to expose SAP BAPIs as K2
SmartObjects. This module is intended for all roles that will plan, install, develop with, or administer K2 connect. Typical
roles include K2 administrators and infrastructure administrators, Solution architects, SAP Developers, and Admin-
istrators and K2 Developers

At the end of this module, participants should have a basic understanding of K2 connect and how it can expose SAP

BAPIs as K2 SmartObjects, This is just an introductory module: participants will need to complete one or more of the

subsequent K2 connect learning modules before they will be able to use K2 connect effectively in a real-world install-
ation.

Tip
A Recorded video of this module is available at https://youtu.be/DsnNY6AALqc
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K2 connect for SAP
|

K2 connect for SAP

= K2 connect is an add-on for K2 blackpearl

= Allows K2 designers and developers to visually create
reusable business entities from SAP BAPIs without writing
any code

= Consume these reusable business entities from any
technology that supports K2 SmartObjects (Workflows,
Forms, Reports, etc.)

= K2 connect acts as an intermediary between K2 blackpearl
SmartObjects and SAP BAPIs

* |n K2 4.6.5 and later, the K2 Endpoints Service broker
allows you to interact with SAP Web Services

K2 connectis an add-on component for K2 blackpearl. The current implementation of K2 connect allows K2 designers
and developers to visually create reusable business entities (SmartObjects) from SAP BAPIs without writing any code.

These SmartObjects can then be consumed in any technology capable of interacting with K2, including K2 workflows,
K2 smartforms, report design tools, .NET code and more. Essentially, K2 connect makes it possible for K2 application
designers to interact with SAP BAPIs though SmartObjects without knowing anything about SAP or needing to interact
with any SAP interfaces or BAPIs.

Developers who design K2 connect service objects for SAP BAPIs should have an understanding of the BAPIs that will
be used, and troubleshooting may require some SAP knowledge, but beyond that, K2 connect does not require any
advanced SAP knowledge or expertise.

K2 connect's purpose is to act as an intermediary between K2 blackpearl and SAP systems. It merely performs pro-
cessing and translation tasks.

Note
Note that K2 connect only allows you to interact with SAP BAPIs. If you are using K2 4.6.5 or later, the new End-
points Service Broker will allow you to interact with SAP Web Services (and many more services, besides).
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K2 SmartObjects (refresher)
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K2 SmartObijects are an integral part of K2 connect, since they are the objects that are eventually surfaced to SmartOb-
ject consumers like workflows or forms. If necessary, take a moment to refresh your understanding of SmartObjects,
since the remainder of this module assumes that you are familiar with K2 SmartObijects.

You can think of SmartObjects as a repository of business objects, which expose various back-end systems as logical
entities. As far as the K2 application designer is concerned, they have access to a repository of business objects that
they can use in various technologies. The designers do not need to know where the data comes from or how to integ-
rate with the various back-end systems.

You may recall that SmartObjects have consistent property types and method types, regardless of the underlying tech-
nology or data provider. This consistent behavior allows consuming applications to interact with business objects in the
same way, regardless of the underlying technology.

The diagram in the slide for this topic illustrates this concept: SmartObjects are effectively an abstraction layer, which
exposes various back-end systems and data providers as logical business objects to consuming applications. (The dia-
gram above just lists just a few examples of providers and consumers. You could expose many other providers as
SmartObjects, and consume SmartObjects from many other applications. For now, it's only important to understand
the abstraction and re-use capabilities of SmartObjects).
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K2 connect, SAP and SmartObjects

K2 connect, SAP, and SmartObjects
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= The K2 Connect service acts as the Provider

All SmartObject communication with SAP S
BAPIs pass through the K2 connect service

K2 connect is a separate service which acts like a Provider for SmartObject data. Consider the diagram in the slide for
this topic. You will notice that we represent the familiar SmartObjects and Consumers relationship on the right side of
the diagram. Remember that SmartObjects are hosted and executed by the K2 blackpearl server.

On the left side of the diagram, we have a hypothetical SAP system with two BAPIs (one to return Employee information
from the HR module and another that returns Account information from the Finance module). We need the inter-
mediary K2 connect service, which is essentially a Provider for the blackpearl server, to expose these BAPIs to K2 black-
pearl. The K2 connect service performs all the necessary processing and translation that is required to interact with the
SAP system. (The processing is based on definitions that were created by a developer with K2 connect design tools.

We will look at those tools shortly). Eventually, these BAPIs are exposed as two SmartObjects (Employee and Account)
which can be consumed in various technologies.

Why is this diagram important? Because K2 connect behaves a little differently than a standard Service Broker. Instead
of K2 blackpearl connecting directly to SAP, there is an intermediary service (K2 connect) which performs the pro-
cessing. We'll look at this in more detail in the following topics.

K2 connect Page 7 of 104



K2 SmartObjects - Architecture (refresher)
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K2 SmartObjects - Architecture (refresher)
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To understand the behavior of K2 connect, take a moment to refresh your understanding of the internal architecture of
SmartObijects, and specifically the various terms like "Service Objects", "Service Instance", and "Service Broker".

Refer to the diagram in the slide for this topic (a larger version follows below this text). In the diagram, the left-hand side
(Providers) represents the underlying data sources that need to be consumed by the Consumers on the right side.
The green area between the Providers and Consumers is essentially SmartObjects: think of it as a translator, adapter,
or middle-layer between the Providers and the Consumers. Everything in this green area between the provider and con-
sumers happens on the K2 Server.

Inside the K2 Environment box we have Service Brokers, Service Types, Service Instances, Service Objects and
SmartObjects. These are the components that work together to make up the SmartObject component of K2.

Service Broker

A Service Broker is a .dll file which contains all the code necessary to interact with a specific provider. Typically, this
assembly would reference an API or Service exposed by the provider, and it would contain code that discovers and/or
describes that provider's objects to K2 in a consistent way. Service Brokers are normally written to expose a particular
technology. In our example diagram, we have two different Service Brokers: the SQL Broker.dll contains all the logic
necessary to interact with Microsoft SQL databases, while the connect Broker.dllknows how to interact with a K2 con-
nect service. Think of Service Brokers as system-specific connectors.

Service Type

The purpose of a Service Typeiis to register a Service Broker .dll file in a K2 environment so that it can be used to
register Service Instances.

Service Instance

Once a Service Broker is registered as a Service Type, K2 Administrators can create one or more Service Instances for
that Service Type. A Service Instance is essentially a configured instance of a broker, and contains various con-
figuration values that are required by the Broker. The configuration values could include values that the Broker needs
to connect to the provider (for example, a server name) and perhaps additional configuration values that describe how
the Broker should behave. Another important setting for a Service Type is the Authentication Mode setting: this determ-
ines the user credentials that are passed to the underlying Service Broker at runtime.
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In our sample diagram, there is a Service Instance for the connect broker which points to a specific connect destination
(we will talk about Destinations a little later), while the SQL service has two instances: one which connects to the Sales
database and another connecting to the HR database.

Service Object
Service Objects are essentially "translated" representations of the entities in the underlying Provider. Under the covers,
Service Objects are just XML representations of the entities in the provider and contain no processing logic.

Service Objects expose the properties and methods for objects in a Provider as consistent SmartObject Method Types
and Property Types; itis the responsibility of the Service Broker to perform the necessary mapping between the Pro-
vider's types and the types used by SmartObjects.

In our sample diagram, the connect Service instance has two Service Objects (HR_Employee and FI_Account) which
point to the objects in the K2 connect service. The SQL Service Instances have Service Objects for each of the tables in
the respective databases.

SmartObjects

SmartObjects are the reusable business entities that consumers will interact with. Remember that you can create com-
posite SmartObjects which combine data from different systems (in the diagram, the Employee SmartObject combines
data from SAP and SQL) and you can expose the same Service Object as different SmartObjects (in the diagram, both
the Employee and SAP HR Employee SmartObjects use the same HR_Employee Service Object).

SmartObject Architecture Diagram
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Why is all this important for K2 connect?

From a Service Instance and Service Object perspective, K2 connect provides the definitions to K2 blackpearl. These
definitions are created by a developer using K2 connect development tools, and then are published to the K2 connect
server.
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This implies that the K2 connect Service Broker .dll in the blackpearl service does not actually connect directly to a SAP
environment to discover the available BAPIs: instead, it connects to the K2 connect service which, in turn, uses the
definitions published by a developer to represent SAP BAPIs. Applying this principle to the diagram above, it’s actually
the K2 connect Service which is a Provider.

We will dive a little deeper into the K2 connect architecture in the next topic. For now, just understand the fundamental
purpose of the various components in the SmartObject architecture.
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K2 connect Conceptual Architecture

K2 connect Conceptual Architecture
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Now that you understand that the K2 connect service is a Provider for SmartObijects, let's look at the architecture of the
connect service to understand how SAP BAPIs are surfaced as SmartObject Service Objects.

Consider the diagram in the slide for this topic (a larger version of the diagram is provided below). The top half of the
diagram represents the information we covered in the previous topic: how Service Instances, Service Objects and
SmartObjects work together, and that K2 connect is the Provider for SmartObjects that ultimately interact with a SAP
system.

In the top half of the diagram, notice that we have two SmartObjects: SAP HR Employee and SAP FIN Account.
Each SmartObject has two methods and some fields/properties. The methods are linked to separate SAP BAPIs, while
the fields represent the data returned by the BAPIs.

Next, let’s look at the K2 connect service in more detail. In our example, the K2 connect service contains two connect
Service Objects (HR_EMPLOYEE and FIN_ACCOUNT). Each of these Service Objects contains two methods which
are linked to specific SAP BAPIs. The service objects were created by a developer using the connect development
tools.

Note

Connect Service Objects are different from SmartObject Service Objects. It is just a coincidence that they use sim-
ilar names, but the object definitions are actually separate and stored separately. It's easy to get confused

between the two, so for clarity we will always refer to connect Service Objects when talking about the object defin-
itions stored in the connect Service.

The next part in the connect Service is the connect Destination. This is similar to the concept of a Service Instance, but
it’s not the same thing. A connect Destination is a configuration which tells the connect service how to connect to a par-
ticular SAP system. Usually the K2 administrator sets up this Destination, and developers will use this Destination to
connect to a particular SAP system. In our sample diagram, we have a single destination called SAP Destination 1,
and this destination is configured with the connection details required to reach the target SAP System.

(Itis quite possible that a K2 connect service could contain multiple destinations, each pointing to a different SAP sys-
tem.)
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The connect service interacts with the SAP system using a third-party adapter called ERP connect, which executes

SAP BAPIs using Remote Function C

alls (RFC).

In our example diagram, the SAP system contains four different BAPIs. BAPI 1 and BAPI 2 are methods in the HR_
EMPL business object, while BAPI A and BAPI B are methods in the FIN_ACCOUNT business object. (Note that
BAPIs are not objects: they are just functions). These BAPIs have been mapped by a developer to methods in the
respective HR_LEMPLOYEE and FIN_ACCOUNT connect Service Objects. Don’t be too concerned about the details
just yet: the next learning module will go into the configuration and set-up in much more detail. For now, it’s sufficient to
understand the basic conceptual architecture of K2 connect and how it represents SAP BAPIs.

K2 connect Conceptual Architecture
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K2 connect components
T = mm

K2 connect Components

= K2 connect service

* Windows service

* |nstalled on each physical K2 Server

= Configured with the administration console
K2 connect database

* SQL database

= Stores connect configuration and service object definitions
K2 connect administration console

* Primary connect administration tool
K2 connect client console

* Deploy connect Service Objects without Visual Studio
Service Object Designer (Visual Studio)

= Developer tool used to discover and map BAPIs
Test Cockpit (Visual Studio)

= Developer tool used to test BAPIs

P

K2 connect has several components, some of which are installed on the K2 server and some of which are installed on
developer workstations. We will briefly list the components, and the next few topics will explain some of these com-
ponents in more detail.

K2 connect service

The K2 connect server runs as a separate Windows service and is installed on the same physical server as the K2 ser-
vice.

To simplify things somewhat, this service performs the conversion between K2 Service Objects and the ERPConnect
SAP adapter. It also stores and serves the connect Service Object definitions. This service may or may not use the
same service account as the K2 blackpearl service.

The K2 connect service
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K2 connect database

K2 connect has its own dedicated SQL database, separate from the K2 blackpearl database(s). This database stores
the connect configuration information, the connect service object definitions and other internal settings. This database
does not have to exist on the same SQL instance as the K2 databases, but it simplifies administration somewhat if the
databases exist on the same SQL server instance. Depending on the number of connect Service Objects and how
heavy the runtime load is, this database will probably take up few resources on the SQL server and it should be safe to
install it on the same instance as the K2 databases.
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You should never need to make any manual changes in this database, and manual updates to this database are not
supported nor recommended by K2 unless you are specifically directed to do so by a K2 representative.

Connect Administration console

Administrators (and sometimes developers) use the connect Administration console to configure the K2 connect ser-
vice and to set up connections (Destinations) to SAP environments. It can also be used to register service object defin-
itions (.svd's) manually. This component is normally installed on the connect server, administrator workstations, and on
developer workstations.

Connect client console

The connect client console is not used that often, but it allows the user to remotely refresh and add or remove K2 con-
nect client interfaces without using Visual Studio. In most cases, the connect Administration console or Visual Studio is
used to publish Service objects, but this tool is available for environments with strict change control policies.

Service Object Designer
The Service Object Designer is a plug-in for Visual Studio that allows developers to explore the BAPIs available in SAP

systems and expose them as connect Destinations. This component is installed on developer workstations, and Visual
Studio is a prerequisite for this component.

Test Cockpit
The Test Cockpit is a tool which allows developers to test and explore SAP BAPIs without committing any data. Itis

installed on developer workstations along with the Service Object designer, and like the Service Object Designer, runs
inside Visual Studio.
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K2 connect Administration console
T . .

K2 connect Administration Console
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The connect administration console is a vital tool for administrators and developers. It allows these users to configure
the connect service, view and update connect licensing, configure SAP systems as Destinations and, if necessary,
define static credentials for connecting to SAP environments.

This tool can also be used to import service object definitions (as .svd's or proprietary client interface .dlls) manually.
Administrators can also use this tool to set up configurations such as cluster configuration and change the more
advanced configuration settings.

We will cover this tool in more detail in the module 300.PEK K2 connect configuration and administration.
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The K2 connect Administration console
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K2 connect Client console

K2 connect Client Console

= View and manage K2
connect client interfaces
(.dIl's)

= Publish connect Service
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The K2 connect client console's primary purpose is to allow users to remotely refresh, update, or delete service object
definitions on a K2 connect server. (Note: The client console only supports using client interface .dlls, not .svd files.)
This tool is normally used when the organization has strict change control policies and does not want to install the con-
nect administration console or Visual Studio tooling on the machine of the user who is responsible for publishing the

connect Service Objects.

The K2 connect Client console
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The Service Object Designer
|

The Service Object Designer

= Add-in to Microsoft Visual
Studio T T e § =

= Visually explore the BAPIs ' &
exposed in a SAP
environment

= Drag-and-drop configuration
of Services

= Visually map input and e
output properties on the .
Service Methods

P

The Service Object designer is an add-in for Microsoft Visual Studio. Developers use it to design connect Service
Objects using a visual, drag-and-drop interface.

The designer exposes a tree-like explorer component which is used to explore the available BAPIs in a particular SAP
system. The target SAP systems are exposed as connect Destinations. Developers can use the explorer to register
additional Destinations if they have not already been set up by the administrator.
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The Service Object Designer
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The Test Cockpit

The Test Cockpit

= Utility launched from the
Service Object Designer to
explore BAPIs

= Explore the input and
output parameters or
structure of functions
without modifying data

P

The Test Cockpit is a utility which is installed along with the Service Object designer in Visual Studio. Developers use it
to explore and execute specific BAPIs to discover the input and output parameters of the BAPIs without modifying any

data in the underlying SAP system.
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The Test Cockpit
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Creating SmartObijects for K2 connect Service Objects
|

Creating SmartObjects for K2 connect Service
Objects

1. Developers publish connect Service Objects to the K2 connect service
using the Service Object Designer
or
Administrators import .svd files with the K2 administration tools

K2 connect Service Objects are generated

3. Manual or automatic update of the connect Service Instance on the K2
server, which creates/updates the Service Instance’s Service Objects

4. Designers can use K2 tools to design/update simple or compaosite
SmartObjects using the connect Service Instance’s Service Objects
= K2 Studio
= K2 for Visual Studio
= K2 Designer
» SmartObject Service Tester utility

P

If you think back to the SmartObjects diagram from the start of this learning module, you will recall that a SmartObject is
associated with one or more Service Objects. There are several ways that these SmartObjects may be created, but fun-
damentally a SmartObiject is always associated with at least one K2 Service Object in a Service Instance. You will recall
from the K2 connect architecture discussion that the K2 blackpearl server never interacts directly with the SAP system;
instead, it uses the connect Service Objects which have been published to the K2 connect service.

From a high-level perspective, the publishing process works something like this:

1. Developers use the Service Object Designer in Visual Studio to define a K2 connect Service Object,
which points to one or more SAP BAPIs. This results in a .svd file which developers may publish dir-
ectly to a K2 connect server, or they may hand the .svd file to an administrator who will import the
Service Object Definition file into a K2 connect server

2. Connect Service Objects are automatically generated in the connect service when the Service
Object definition is published.

3. Depending on the interface used to publish the Service Object definition, the K2 connect service
may be restarted and will update the associated connect Service Instance on the K2 blackpearl
server, or these steps may be performed manually. This process will create new (or update exist-
ing) Service Instance's Service Objects for each of the connect Service Objects in the connect ser-
vice.

4. Once the K2 Service Objects are updated, designers can use any of the standard K2 tools (e.g. K2
Studio, K2 for Visual Studio, K2 Designer, or the SmartObject Service Tester utility) to create simple
or composite SmartObjects which interact with the Service Objects. Notice that the designers never
interact directly with the SAP environment or the K2 connect service: as far as they are concerned,
the Service Objects that point to K2 connect are just like any other Service Object.

Note

Although the SmartObject Service Tester utility makes it very easy and quick to generate SmartObjects, we
recommend using this approach for testing purposes only, When you are creating real SmartObijects it is better to
use one of the other design tools so that you have granular control over the SmartObject name and methods.
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REVIEW and Q&A
Review and Q&A

* K2 SmartObjects refresher
* K2 connect and SAP

= The conceptual architecture of K2 connect, SAP BAPIs, and K2
SmartObjects

* Connect Administration tools
» Connect Developer tools and utilities
= Basics of creating SmartObjects for SAP BAPIs

Let’s review the main topics covered in this learning module:

K2 SmartObjects refresher

K2 connect and SAP

The conceptual architecture of K2 connect, SAP BAPIs and K2 SmartObjects
connect Administration tools

connect Developer tools and utilities

m Basics of creating SmartObjects for SAP BAPIs

Think about your own SAP systems and the BAPIs you may want to expose as SmartObjects. Can you identify any
potential composite SmartObjects that would combine data from SAP and other systems? How would K2 designers use
these SmartObjects?

If you are in a class setting, please ask the instructor to explain or elaborate and topics you don't fully understand. If you
are in a self-study situation, check out the additional resources listed below. The next two modules will cover K2 con-
nect and SAP integration in much more detail, though, so your questions may be deferred until you have completed
those modules.

Additional Resources
The following table lists additional resources that supplement the information provided in this module:
Resource Location and Notes
SAP Integration Over- http://www.k2.com/platform/integration/sap?
view SAP integration overview on K2.com
K2 connect Product http://help.k2.com/en/connectforsap.aspx
Documentation Online version of the K2 connect product documentation
K2 connect on K2 http://community.k2.com/t5/forums/searchpage/tab/message?filter=labels&q=k2+connect
underground

K2 connect group on the K2 Community forums
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K2 connect Configuration and Administration

300.PEK
Version:1 F
Duration:

K2 connect Configuration and
Administration

This learning module describes:

= How K2 connect is installed

= How K2 connect installations are configured

= How K2 connect installations are administered and tested

This learning module describes how K2 connect is installed and how K2 connect installations are configured, admin-
istered, and tested. Coverage includes installation and configuration of K2 connect, K2 connect destinations, and
authentication options. Participants will also learn how to test the integration between K2 connect and SAP and how to
troubleshoot issues with available logging tools. This module is intended for all roles that will plan, install, develop with
or administer K2 connect. Typical roles include K2 administrators and infrastructure administrators, K2 Developers,
Solution architects, SAP Developers and SAP Administrators.

At the end of this module, participants should have a solid understanding of how to install and configure K2 connect to
expose a particular SAP system as a connect Destination. Participants should also be able to perform basic tests to
verify that the integration is working as expected, and understand what tools are available for troubleshooting when it
does not.

Tip
A Recorded video of this module is available at https://youtu.be/du9nu4eFEKo
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K2 connect and SAP: Conceptual Architecture

K2 connect and SAP: Conceptual Architecture
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We previously discussed the basic conceptual architecture of K2 connect in the learning module 200.PVG - Intro-
duction to K2 connect. Let's expand on that knowledge and describe some of the internal workings of K2 connect.

K2 connect uses a middleware component to communicate with a particular SAP environment. This middleware com-
ponent is a third-party software package called ERPConnect from Theobald Software GmbH, and is used by connect to
interact with SAP BAPIs via RFC. (ERPConnect is included with your K2 connect license, but needs to be installed sep-
arately). Notice that ERPConnect, in turn, relies on a particular .dll file (librfc32.dll) to communicate with SAP BAPIs.
This .dll is an assembly provided by SAP.

ERPConnect acts as middleware between K2 connect and SAP
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The next concept you need to understand is a Destination. K2 connect needs to store configuration settings so that it
knows how to locate and interact with a particular SAP environment. This concept is known as a Destination, and a
Destination typically contains SAP connection details such as Server Name, SAP system, and (perhaps) a username
and password. A connect server would require at least one SAP Destination, but could have multiple Destinations that

point to different SAP systems.
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Relationship between a K2 connect Destination and a SAP System
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In most environments, each Destination configured on a K2 connect server has an associated K2 connect Service
Instance on the K2 blackpearl server. The service instance points to a specific Destination, which in turns points to a

specific SAP system, and that is how a K2 SmartObject ultimately "knows" which SAP system to interact with.

Relationship between a K2 connect Destination and the associated K2 connect Service Instance
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K2 connect Components and Machine Boundaries
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Before we talk about installing K2 connect, let's review the components of K2 connect and where these components
need to be installed. Refer to the diagram in the slide for this topic (a larger version of this diagram is on the following

page).

K2 Server

A physical server hosts the K2 blackpearl service as well as the K2 connect service. The K2 blackpearl service takes
care of all SmartObject processing, while the K2 connect service handles interaction with SAP systems and handles the
processing of connect Service Objects.

If you are familiar with SmartObjects, you should already know that the SmartObject server will take care of all the pro-
cessing required to expose K2 SmartObjects to consuming applications, and that the consumers can access SmartOb-
jects with the runtime .dlls (which use port 5555 to communicate with K2) or SmartObject services (which are exposed
through HTTP ports on the K2 server by default).

When using K2 connect, the K2 connect service must also be installed on the K2 application server. (Note that K2 con-
nect runs as a separate windows service). This service exposes itself via port 8085 to other connect components such
as the developer and administration tools.

Notice that K2 connect relies on the third-party application called ERPConnect to communicate with SAP BAPIs. We will
discuss this requirement more in the next topic.

Developer/Administrator workstation

The developer installation will install the Visual Studio plugins (Service Object Explorer and Test Cockpit) and the K2
connect administration console. If needed, you can also install the administration console separately for administrator
machines. While these components primarily communicate with the K2 connect service over port 8085, notice that the
Test Cockpit communicates directly with SAP systems using the third-party tool ERPConnect. This means that you
need to install ERPConnect on the developer workstations as well.

SAP Server

SAP environments could contain multiple SAP Systems. While it is not necessary to install any K2 or ERPConnect com-
ponents on the SAP systems, note that ERPConnect will use a system-specific port to communicate with the SAP sys-
tems. In our sample diagram, we have two SAP systems (xx and yy). ERPConnect will use the SAP system number to
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determine which port to use when connecting to the SAP system. You may need to open additional ports on firewalls so
that ERPConnect can interact with the SAP RFC BAPIs. Also note that K2 connect can only interact with RFC-enabled
SAP BAPIs.

Connect components and machine boundaries - diagram

| CONSUMERS ) PORT [Port no}
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K2 connect: Installation
I .

K2 connect: Installation

= K2 blackpearl must be installed

= Server components for server

» K2 for Visual Studio for developer workstations
= |nstall lib32rfc.dll provided by SAP

= Cannot be distributed by K2, available from SAP Service Marketplace

= Must install the correct version (32-bit or 64-bit)

= Required on each server hosting the K2 connect service

= Required on developer workstations where Visual Studio plugins will be installed
* |nstall ERPConnect

= Available for download from K2 portal

= Separate installation from K2 connect

» Redistribution license and installation permits use for K2 connect ONLY

* Required on each server hosting the K2 connect service

* Required on developer workstations where Visual Studio plugins will be installed
* |nstall K2 connect

= Server installation for all K2 servers (license key required)

» Client-side installation for developers/admins (no license required)

P

There are several prerequisites which must be fulfilled before you can install K2 connect. Remember that connect
relies on K2 blackpearl, so you must have K2 blackpearl installed (blackpearl Server for server installations and K2 for
Visual Studio for developer installations) before continuing. You will probably install K2 connect on multiple machines
since there are server components and client components, therefore we recommend that you review the K2 Connect
Planning Guide and K2 Connect Installation topics in the K2 connect product documentation before getting started,
since your environment may have specific requirements.

Librfc32.dll

The next step is to install the lib32rfc.dll assembly, which is provided by SAP and required by the ERPConnect software.
This assembly may not be distributed by K2 and you will require a valid SAP license to obtain the assembly. You can
obtain the lib32rfc.dll from the SAP service marketplace at http://service.sap.com/swdc or a windows machine where
the SAP GUI is installed.

Note

There are two different versions of the librfc32.dll: one for 32-bit systems and one for 64-bit systems: each is
installed in a slightly different manner. We recommend you keep a copy of both versions, since the assembly is
required for all K2 connect servers and all client machines where the K2 connect administration or developer tools
will be installed. (You may also need to install msvcep71.dil and msver71.dll).

Check the K2 connect quick-install guide at http://help.k2.com/en/KB000707.aspx and the K2 connect doc-
umentation for more details

ERPConnect

You need to install the ERPConnect middleware on each server where K2 connect server will be installed, as well as
each client machine where the K2 connect administration tools and K2 connect developer tools are installed. ERPCon-
nect is a separate download and installation from K2 connect, and you may obtain it from the K2 portal at https://-
portal.k2.com/downloads/k2connect.

Note
The version of ERPConnect provided with K2 connect is a licensed redistributable version and the license
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agreement allows the ERPConnect installation to be used with K2 connect ONLY. You may not use this version of
ERPConnect to interact with SAP outside of K2 connect.

K2 connect
Once you have installed the prerequisites, you are ready to install K2 connect. Note that you will use the same installer
to install both the server-side and client-side components of K2 connect, but only the K2 connect server requires a

license.

Note
For more information on installing K2 connect, please refer to the K2 connect product documentation (available

online at http://help.k2.com/en/connectforsap.aspx) and the quick-install KB article at http://help.k2.-
com/en/KB000707.aspx

After installing K2 connect, you will be prompted to configure a Destination. The next few topics will describe Destin-
ations in much more detail.

K2 connect Page 30 of 104


http://help.k2.com/en/connectforsap.aspx
http://help.k2.com/en/KB000707.aspx
http://help.k2.com/en/KB000707.aspx

Destinations and Service Objects

Destinations and Service Objects

s I
K2 CONNECT SERVICE
CONNECT SERVICE CONNECT SAP SYSTEM 1
DESTINATIONS
OBJECTS /Q
SAP Destination 1 - BAPI A
SAP System 1 .’Q L 4
BAPI A (Methed) R connection string  ~ Q &
{with Predefined user
BAPI B (Methed) eredentials for design- - BAPI B
time) m
A
o
g SAP SYSTEM 2 b
Service Object Y SAP Destination 2 a
SAP System 2 c\) BAPI C D
DATIS [Muthot) connection alrinﬁ" ”
{no Predefined user il
credentials for design- a3 4
Service ObjectZ time: developers will I3
need 1o provide
BAPI D (Method) credentials - BAPID
themselves)
J
Connect Destinations

Essentially, a K2 connect Destination is a configuration setting which tells the K2 connect server how to connect to a par-
ticular SAP system. A K2 connect server would require at least one Destination to be useful, but installations of K2 con-
nectin larger enterprises would likely have multiple Destinations.

Consider the diagram in the slide for this topic. In this environment, we have two SAP systems (SAP SYSTEM 1 and
SAP SYSTEM 2), each of which contains two BAPIs which we will ultimately expose as K2 SmartObjects. The first task
is to configure a connect Destination for each SAP System.
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SAP Systems and connect Destinations

4 K2 CONNECT SERVICE h
"' CONNECT h SAP SYSTEM 1 ]
DESTINATIONS

SAP Destination 1

SAP System 1 /.D
connection string
(with Predefined user

credentials for design-
time)

W

BAFI A /3
° 33

BAPIE

Ay

SAP SYSTEM 2

SAP Destination 2

398UL0D d¥3

SAP System 2
connacton striny
(no Predefined user
credentials for design-
time: developers will
need foprovide
credentials
themselves)

BAPI C

%, A

\ /

As part of the Destination configuration, you may include statically-defined credentials (username and password).
These credentials are used at design time to discover the available BAPIs in the SAP system, and might be used by the
K2 Service Instance at runtime. (More on that later)

In our example, SAP SYSTEM 1 has been set up with a Predefined, static set of credentials while SAP SYSTEM 2
has been set up without credentials. (This means that whenever a developer wants to explore the SAP SYSTEM 2
they will have to provide credentials.)

Once the configuration details are entered, each SAP system is exposed as a connect Destination (SAP Destination 1
and SAP Destination 2, respectively).

The connection string for a SAP Destination usually looks something like this (not all values are always required. Check
with your SAP administrator what the connection string should be for your target SAP system).

Code
ashost=[IP Address or Hostname] sysnr=[NR] client=[NR] lang=[language] user=[USERNAME] passwd=[PASSWORD)]

Here is an example of a connection string for a hypothetical SAP system, with statically-defined credentials:

Code
ashost=sapdev.denallix.com sysnr=KR3 client=900 lang=EN user=DEV passwd=sapdeveloper

Once you configure a Destination, you can Test it to make sure that K2 connect can locate and connect to the targeted
SAP system. Destinations are stored in the K2 connect database so that they can be imported by other K2 connect
Servers in the same farm.

Service Objects
Once a Destination is set up, developers can start creating connect Service Objects which utilize the available BAPIs in
the targeted SAP systems.

Consider the diagram below. Here, developers have created three connect Service Objects (Service Object X, Ser-
vice Object Y and Service Object Z). Service Objects may contain one or more Methods which are typically (but not
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necessarily) linked to SAP BAPIs. Service Objects could contain multiple methods (for example, Service Object X con-
tains two methods; one for each of the BAPIs available in SAP SYSTEM 1).

In most situations, multiple Service Objects would exist for a particular Destination (in our example, Service Object Y
and Service Object Z both point to the same SAP SYSTEM 2, but the Service Objects use different SAP BAPIs).

connect Service Objects, Destinations and SAP Systems
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Configuring Destinations
|

Configuring Destinations (1/2)

= After installing connect, use the administration tool to set up one or
more Destinations

= Destination names should be simple and clear

» Optional: specify static design-time credentials for the SAP system

» |f no credentials in connection string (a.k.a. Predefined User Credentials),
developers will need to provide SAP credentials at design time

= Runtime credentials are determined by the Service Instance associated with the
destination. Could be static or SSO

* BAPI security and access is managed by SAP
» Only RFC-enabled BAPIs will be available to developers
* Developers will use these destinations into the Visual Studio tooling

P

Normally, administrators configure one or more Destinations to SAP Systems using the K2 connect administration
tools. Each Destination should be configured with a clear and descriptive name so that it is obvious which SAP envir-
onment the Destination targets.

As we mentioned in the previous topic, a Destination can, but doesn't have to include static, Predefined credentials. If
no credentials have been provided, developers will need to enter them at design time before they will be able to browse
the targeted SAP system (developers can always provide their own credentials, even if static credentials were not
provided). Runtime credentials are determined by the K2 Service Instance associated with the Destination, and could
use static credentials as well or use a Single Sign-On (SSO) approach for dynamic, user-specific credentials. (More on
that later)

Note
At design time, the list of BAPIs available to developers is limited to RFC-enabled BAPIs and could be trimmed by
SAP security as well.

If your organization uses user-level security for SAP BAPIs, do not include credentials in the Destination configuration.
This forces developers to enter credentials at design time, and you would use a Single Sign-On (SSO) approach for
runtime credentials. This will help to ensure that the security defined in the SAP environment is maintained whenever
users interact with the SAP BAPIs.

If you have a non-sensitive SAP system where user-level security is not critical, static credentials are a simpler option
since itis slightly easier to configure and troubleshoot.

Once you have configured Destinations, developers can connect to the K2 connect server and use the Destinations in
their Visual Studio environments to explore the available BAPIs, and use those BAPIs in their connect Service Objects.

The series of screenshots below illustrates how you would set up a Destination using the K2 connect administration con-
sole.
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Accessing the Settings
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Adding a new Destination for the ERPConnect adapter

K2 connect Destination Explorer

K2 connect Destination Explorer

{c% Open Remote Destinations

[ 5 €@ Connectors
=@ ERP Connect

=4 EXIR

Systerns 3
( Destinations » Add )

Configuring the Destination
K2 connect Destinations @

i System: SAP R4.7
L4

Name: SAP-DEV

Description:  Development SAP System
\«f] Share this Destination

CONNECTIONSTRING ASHOST=SAPDEVY. Denalloc com 5YSNR=KR3 CLIENT=300

m Cancel

Note
The Share this Destination setting will make the destination discoverable so that other servers can import the

Destination. It is mostly used to import Destinations for NLB/Farm environments). We recommend enabling this

setting for NLB environments.
Once you add a Destination, K2 connect creates a Service Instance for the Destination behind the scenes. The Destin-
ation Name is sent to the Extra setting for the Service Instance and is used by the Service Instance Service Objects to
determine which K2 connect Destination they need to use.



Connect Destination and its associated Service Instance

Service Authentication
Authertication Mode St

O mpersenate & lsRegured [ Erforce Impersonation

| [¥] Retain Bxisting Password

SAP Destination Name

ﬂ System:  |SAPR47
Name:

lSAF-DEV}'

Description:  Development 5AP System
[¥] Share this Destination

CONNECTIONSTRING  ASHOST=SAPDEV.Denalic com SYSNR=KR3 CLIENT=500
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Multiple Destinations

Multiple Destinations: Isolated Environments
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Multiple Destinations: Shared Environments

-
DEV K2 SERVER QA K2 SERVER PROD K2 SERVER
K2 HOST SERVER SERVICE K2 HOST SERVER SERVICE K2 HOST SERVER SERVICE
D SAP Systom 1 D SAF Systom 2 D4 SAP System 1 ‘OA SAP Syslom 2 FROD SAP System 1 PROD SAP System 2
Saraco instance Saracs instance Sarvco insance Senvcn irsdanc e Sarace Frtancy Senwcn irstance
K2 CONMECT SERVICE K2 CONMECT SERVICE K2 CONNECT SERVICE
DESTIMNATIONS DESTINATIONS DESTINATIONS
Shared SAP QA sAP Shared SAP Shared SAF Prod SAP
System System 1 System System Syatem 1

DEVELOPMENTSAF &, |
SYSTEMS

BAP System 1
(Dew)

SHARED SAP SYSTEMS

SAP System 2
(Shared)

Larger enterprises could have multiple SAP Systems, and these systems could be dedicated to specific environments
(such as Development and QA) or shared between environments (such a Systems containing common lookup inform-
ation that is used across all environments).
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When you configure Destinations for multiple K2 environments, you should understand the scope of the target SAP
environment. SAP Systems might be completely isolated or shared between environments, and your connect Destin-
ations should be configured appropriately.

Isolated SAP Systems and Destinations
Consider the diagram below. Itillustrates three hypothetical Environments (DEV, QA and PROD). Each environment

has a dedicated K2 server.

Isolated Environments and Destinations

DEV K2 SERVER
K2 HOST SERVER SERVICE

D BAP Syt |

D SAP Syt 3
Sonsce Imisnca Sarsce Imtance

K2 COMMECT SERVICE
DESTIMNATIONS

W b
B P Dav SAP
3 System 2

- 4

QA K2 SERVER

SYSTEMS

SAP System 1 SAP System 2
[Dew) (D)

(U DEVELGPMENTSAR

PROD K2 SERVER

K2 HOST SERVER SERVICE K2 HOST SERVER SERVICE
A SAP Syitom 1 G SAP Syitom 2 PROD SAP Syitem 1 PROD SAP Syitem 2
Sandcn Instance Sarace Instance Sonicd Intance Servco lsitanco
|
K2 CONNECT SERVICE K2 CONNECT SERVICE
g DESTINATIONS Ak DESTINATIONS J
QA SAF QA SAP Prod SAP Prod SAP
SY¥8 System 2 System 1 System 2
L - L -
QA SAP SYSTEMS )  PRODUCTION SAP E\'Eiéhs" 1
a
SAP System 1 SAP Syatem 2 SAF System 1 SAP Sysiem 2
L= (=11} (Pred) [Prod)

Suppose that each Environment has two SAP systems, and the SAP systems are completely isolated from each other.
When configuring Destinations for the SAP systems, the connect Administrator would therefore create separate Destin-
ations per K2 server for each environment. The diagram illustrates this concept.

Shared SAP Systems and Destinations
Itis also possible to share a SAP system between K2 servers. Consider the diagram below. Here, we have the same
three hypothetical environments (DEV, QA and PROD). Each environment has one SAP system which is specific to
that environment and there is a common, shared SAP environment which is accessed by all the K2 environments. In
this case, each K2 server has a second destination which points to the same, shared SAP system, as you can see in the

diagram.
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Shared Environments and Destinations

- . -
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Destination Naming

Since it's easy to get confused when working with multiple SAP environments, it is a good idea to give each envir-
onment a simple, obvious and descriptive name. Consider the screenshot below, which illustrates two Destinations con-

figured by the connect Administrator.

Naming Destinations
K2 connect Destination Explorer &

K2 connect Destination Explorer

{24 Open Remcte Destinations

BE ) Conoecion)
=% ERP Connect
=4k SAP R4.7
—[@] DEV-SAP
~[2] SHARED-SAF

In even larger environments, you could consider implementing a tree-view structure by renaming the System node, as
shown below. This can make it even easier for developers to locate and select the correct SAP system when they cre-
ate their Service Objects. The screenshots below illustrate this approach, where we have configured Systems based

on geographic usage.
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Modifying and adding Systems
K2 connect Destination Explorer

{£% Open Remote Destinations

&% Cornacions
=% ERP Connect
L 0L R
{0 Systems b Modify )
{3l < Destinations k Delete

Using systems to structure multiple SAP environments

K2 connect Destination Explorer

{%% Open Remate Destinations

- % Connectors

@
Al North Amerca
{71 US-DEV
-4l Global
{7] Global Shared SAP System
=y Europe
{71 EUROPE-DEV

Note
At the time of writing, the K2 connect administration console only supports a single Destination > Service Instance

configuration.

If you are configuring multiple Destinations, you will need to manually register Service Instances for each SAP
Destination, and to set the Extra property of the Service instance to the name of the K2 connect Destination.

Manually registering a Service Instance for the K2 connect Service Broker

s

Add Service Instance
Service Authentication
Authertication Mode Sy -

Sacurity Provider

Usar Mame ke 2sapdeyv

Password

[#] Retain Existing Password

(Em

1

SAP-DEV ]

Service Keys
server - Required gy,
pot - Requied  ppas
=2psso - Required | fase
fypemapping

The Mame of the K2 connecl
Destination
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Service Object Explorer and Test Cockpit

* Visual Studio plugins T
used to explore and
test SAP BAPIs

* Connectto a K2
connect server and
open destinations

= Use Service Object
Designer to explore L
available SAP BAPIs .

Cockpit

= Use Test Cockpit to
test SAP BAPIs

Service Object Explorer and Test Cockpit

and launch Test o __________________________0]

After you have configured K2 connect destinations, you can use the Service Object Explorer and Test Cockpit tools in
Visual Studio to test the connection to the SAP system. Note that these tools are Visual Studio plugins, normally
installed in a developer environment. If your connect administrator cannot have Visual Studio installed, a developer will

need to perform the tests with the Visual Studio tools.

Service Object Designer

The Service Object designer is used to connect to SAP systems defined as Destinations in K2 connect, and browse the
available BAPIs. (You can also use it to manage the Service Object repositories, but we will cover that functionality in
the module Developing with K2 connect). You will configure the Service Object Explorer to connect to a K2 connect
server. During this process, the Destinations defined for the service are displayed and the developer can explore the
available BAPIs. If multiple Destinations are configured, they all will appear in the list, so it is import to give the Destin-

ations obvious names.

The Service Object Explorer in Visual Studio
o0 K2ConnectStuff - Microsoft Visual Studio (Administrator)

Eile Edit View Project Build Debug Team Data Tooks T
S aEREA= R T TR e i

K2 Service Object Designer

Deslination

;;; 2 Glabal Workspace
m-@ Randard Workspace
=T Ric / Bapi Explorer
- A
M-8 Employee
B30 Business Objects
-y Aopication Components
[-[3] Service Object Repostories

195Mm0ig IO 7 BN %0q|00] 3.
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The Service Object Explorer exposes a tree-like navigation structure where you can browse the available BAPIs, as

shown in the sample below.

Sample BAPI treeview

Ele Edt View Project Buid Oebug Team Data Tools Tet Window Help
i REF e = ~ NI B R e N 2 [ || (% | <nl

K2 Serace Object Designer -0 x

s aan i1}
=3 @% Development Kit -
@ ERF Comnsct
5 g SAPRAT
5 5] DEV-SAP
I Guenes
W Global Workspsos
5T Standard Workspace
T Fc ./ Bags Explorer
=4 Business Objects
ol Ernronmart, Health and Safety
= ilfly Personnel Mansgement
w0 iy Recrutment
=y Parsornel Administration
11 i Employee growp
i ) Persorrel ea
= Employee
w121 Object Info L
w1 TE Maryfunldls
=1 T Methods
-..T: EXISTENCECHECK (BAP|_EMIFLOYEE_CHECKEX
U CHANGEFASSWORD (BAP|_EMPLOYEE_CHAMNG
-..T: CHECKFASSWORD [BAF]_EMPLOYEE _CHECKPF
U7 DELETEPASSWORD (BAF|_EMPLOYEE_DELETE

04 10 7 Il Toqp0o )] o

[P

The Test Cockpit

You can use the Test Cockpit to execute a particular BAPI without committing data. This function is useful if you want to

test the operation of the target SAP system, or if you want to explore the BAPI in more detail.

To launch the Test Cockpit, locate the BAPI you want to test, right-click it and select K2 connect test Cockpit.
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Launching the Test Cockpit
File Edit View Project Build Debug Team Data Jools Tegt Window Help

P S de | a9 e - S-0] P [Debug =| | [ | <runtime
/.:f K2 Service Object Designer = 0 %
=

- @ e R )
,‘?D- = E: Devalopmant K2 -
= =& ERF Connect

e 5 @A SAPRAT

2 3-{a] DEV-SAP

z -0 Quesies

@ +-T@ Gobal Werkspace

g +-% Standand Workspace

z -G Rc / Bapi Explorer

=13 Business Objects
=& Aeplication Compaonents b
1y Eraronement, Haakh and Sefety
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iy Recngment
=iy Persornel Administration
-\ Employes group
7 W@ Personnel area
- Emplayee
+-1%] Object Info S
-T2 Heyfields
E-ITT) Methods
U7 EXISTENCECHECK (BAPI_EMPLOYEE_CHECKEX
U7 CHANGEPASSWORD (BAPI_EMPLOYEE_CHANG
U7 CHECKPASSWORD (BAPI_EMFLOYEE_CHECKP#
U7 DELETEPASSWORD (BAPI_EMPLOYEE_DELETE
117 GETPASSWORD (BAFI_EMPLOYEE_GET_PW_RI
1171 INITPASSWORD (BAPI_EMPLOYEE_INITPASSWI
[I7 CREATEPASSWORD (BAPI_EMPLOYEE_CREATE
77 DEQUEUE (BAPI_EMPLOYEE_DEQUEUE)
79 ENQUEUE (BAPI_EMPLOYEE_ENQUEUE)

W) GETLIST (BAPI_EMFLOYEE_GETDAT -
- e

This will launch the Test Cockpit window. To test a BAPI, click the Load Interface button (A), which will populate the
Input and Output structures for the BAPI. Enter the required and optional Input parameters (B) and then click the
Execute (C) button to run the BAPI. The return results will depend on the BAPI, so click through the Output window to
see a table of results for Output.

Note
If any errors are returned by SAP (such as missing parameters), they will likely be in the RETURN Output prop-

erty.

The Test Cockpit
" K2 connect Test Cocipn T 5|
B K2 connect Test Cockpit
Destraten: [EAP Connect | 547 il 7| DEV-SAP = B
- B Blapeedtre IGZma
User M Languags: ety
Pastaword.
| Predefined User Crodentaly A
Fureton e BAFL EMPLOVEE GETDATA . o
bt Scloct & E [
3 00T .
| JOBTAT LG
(J LASTNAME M a ]e
) LIFLATE_NG
7 LST_HAME_K
7 LST_HAME R
| ORGTET

RETURN Shew Detuds

ARCHALIN Show Dataly

COMMUICATION Shw Detnds

STERSLAL CONTROL Show Drtads

ORG_ASSIGNMENT Shorw Dty _:CM 1 _"4"!'."

PERSOHAL_DATA Shew Dietals — fan
e Marsn
Adbert Serben fore
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Design-time Authentication
T —— |

Design-time Authentication

= Developers need permission to restart the K2 connect service
=  Only RFC-enabled BAPIs will be visible to developers

»  Authentication is defined by the Destination configuration

* Predefined credentials

= Set by connect administrator
= The list of available BAPIs are based on the static credentials
= No predefined credentials
= Developer will need to provide SAP authentication credentials
= The list of available BAPIs could be filtered based on the developer-provided credentials
= Design-time authentication is used
for the Service Object Designer and
Test Cockpit

P

K2 connect security is handled differently in Design-time vs. Runtime. (Design-time refers to the Service Object
Designer and Test Cockpit tools in Visual Studio which developers use to create connect Service Objects, while
Runtime refers to SmartObjects being executed by users and applications).

Let's look at some security considerations for design-time.

Developers need rights to restart the K2 connect service

Developers will need permission to remotely restart the K2 connect service, because as part of the deployment pro-
cess the K2 connect service may be restarted to load the updated definitions. By default the local administrators secur-
ity group in Windows has this permission, but if you want to give developers the right without adding them to the local
administrators group, see the following Microsoft KB article: http://support.microsoft.com/kb/325349

RFC-enabled BAPIs

Only RFC-enabled BAPIs will be available to developers. (We won't discuss the internal semantics of SAP in this train-
ing module, but essentially, BAPIs are RFC-enabled function modules on SAP. Regardless of the underlying SAP ter-
minology, K2 connect uses the term BAPI to refer to these remote-enabled function modules.)

Your SAP administrator will know how to enable RFC for function modules in your specific environment. To register a
remote function module in ABAP, the SAP administrator needs to register the module as remotely callable in the RFC
server system, using the function module Administration screen (transaction code SE37). They should set the BAPI to
be remote-enabled. (For more, refer to the SAP documentation. Screenshot of this setting in a SAP R/3 system shown
below)
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Enabling a BAPI for remote access

Function Builder: Change Z BDC HIRE EMPLOYEE
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Design-time authentication

As we discussed in a previous topic, the connect Administrator may choose to include Predefined security credentials

in the connect Destination connection string. If no security credentials were supplied in the connection string,

developers will be prompted to enter SAP credentials whenever they explore the target SAP system with the Service

Object Designer or the Test Cockpit tools.

If static credentials were used and the developer selects the option to use Predefined User Credentials, note that the
list of BAPIs will be the same for all developers. If the developer provides credentials themselves, the list of available
BAPIs may be filtered based on SAP security. Use the approach that best suits your organization's security require-

ments.

Prompt to enter credentials at design time. Note the option to use Predefined User Credentials

K2 Service Object Designer - x
E0
@)
-2 Defauit - k2 denalix.com (dbx) ™~
User Name:
Password:
[ Predefined User Credentials
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Runtime Authentication
I .

Runtime Authentication

»  Authentication is determined by the Service Instance Authentication
configuration (e.g. static/SS0)

* Change the authentication setting with the connect Administration tool

= Static Credentials

= Uses static credentials at runtime (therefore no user-level security)
= K2 SSO

= Uses the K2-cached credentials for the current user

= Based on the K2 SSO provider

= User credentials are "converted” to equivalent SAP credentials

= Credentials managed in K2 workspace

= Can write code to add cached credentials
* SAPSSO

» Requires a SAP Logon Ticket ("token”) input parameter for each Service Object method call
= Requires SAP Netweaver portal to generate the Logon Ticket

o

P

Runtime authentication is configured per Destination and the settings are applied to the Service Instance for the Destin-
ation. We recommend using the K2 connect administration tool to update the Runtime security for a destination, but
you may need to update the security setting manually if multiple Destinations are configured.

You have three approaches to runtime authentication for K2 connect: Static Credentials, K2's internal Single Sign On
(SSO) provider or a SAP SSO mechanism based on SAP Logon Tickets.

To configure the runtime security for a connect Destination with the connect administration tool, click K2 blackpearl
settings and then select the appropriate authentication mechanism from the radio buttons.
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Accessing the connect Service Instance settings from connect Administration console

T 2 connect Adminisiration = =]

K2 connect Administration Tools

S et componn

[ 43 Sarvice Object Repositary
+ % Applicabon Sener

I"_.l Sop servion

Q‘E' Add Service Ohject

Sektings

(_"i_ K2 blackpearl Settings ]

= Protaosl

[ Appheatin @]
0 About

-
Ly Ewit Application

Selecting the runtime authentication mechanism
K2 blackpear Settings B

K2 blackpear Server:
Server:  dix

Port: |5885 = Connect

Connected to: dbx:5555

K2 connect Service
Name: Connect Service for SAP-DEV

[ SAP Authentication

@ K2S5S0 Static Credentials SAP S50

Usemame:

Passwonrd:

.

.

Refresh Service Instance

m Cancel

The three authentication options are described below.

Option Behavior
Static Credentials Enter a static SAP username and password. All communication between
K2 and SAP will happen in the context of this account, so essentially all
users will have the same level of access and SAP will not have context of
the user requesting the data. This option is mostly used when you are
working with a lookup SAP system, or where user-level security is not
required.
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K2 SSO

SAP SSO

K2 connect

Behind the scenes, the Service Instance will be set to use Static authen-
tication and the username and password will be encrypted and stored in
the Service Instance.

This option will utilize the K2 Single Sign-On mechanism to cache and
resolve user credentials for SAP at runtime. Users will need to maintain
their cached user credentials in the K2 workspace tooling and specify the
SAP destination name that the credentials are used for. Alternatively,
developers can write code to perform the caching. We will cover this
approach in more detail in the next topic, and for more information refer to
the following K2 KB article: http://help.k2.com/en/kb000360.aspx

Manually caching credentials for SAP destination in K2 workspace

Add Credentials |

Add credentials for Single Sign-0n.

Security Label; SAP-DEV

User Name: Iltﬁl

SAP username + password

Password: I|iillll

((Extrapata saroev § : Destination Name

@

With the SAP SSO approach, K2 will require that users pass a SAP Logon
Ticket as a parameter whenever they call a SmartObject method. The
Logon Tickets are obtained from a SAP system (for example a SAP
NetWeaver portal).

See this K2 KB article for information on using SAP SSO: http://help.k2.-
com/en/kb000689.aspx

See this SAP article for more on using SAP SSO Logon Tickets:
http://scn.sap.com/docs/DOC-17126

Note
When using SAP SSO, developers will need to create a mechanism to
retrieve and store a user's Logon Ticket.

One approach would be to create a Service Broker which generates a
logon ticket for a user and then passes this logon ticket to the SmartOb-
ject parameter.

You can then create composite SmartObjects which call the service
broker first to retrieve a token for the user, and then pass this token into

the K2 connect Service Object's SSOLoginTicket input parameter.

The SSOLoginTicket parameter which is added to all SmartObject
method calls when using SAP SSO runtime security
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Manually adding Service Instances

If you need to register Service Instances for K2 connect destinations manually, you will need to enter the SAP authen-
tication mechanism when registering the Service Instance. The screenshot below illustrates the various authentication

options available.

Connect Service Instance configuration

| Add Service Instance oo
Sarvice Authertication

[;u.dhuﬁwhml-bdg sgw;}_ -

Securty Praider .

Usar Hame: k2sapdav

Fassword [¥] Retan Existing F‘umnld}'
(Et= SAP-DEV  Jm

“Static” or "SS0O" for K2 connect
SAP Service Instances linked to K2
connect Destinations

If using “Static” authentication, use the
SAP username and password here

Service Keys

sexver - Hequined | 4,

port - Fequred  gngs
= faise

Name of the K2 Connect Destination

fypemappng

If using SAPSSO, this setting will be
"true”, This adds a input paramter for
SAP Logon Ticket for all SmarlObject
calls
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K2 SSO and SAP Authentication
|

r W
SAP Systems ] K2 O
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i # i i (SAPSystem2) |
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Q SS0: User Credentials are “converted” to SAP credentials N

3 Credentials are stored in the K2 SS0O credential store, ier SAP Destination 0

Let's look at the two most commonly-used SAP authentication mechanisms: Static credentials and K2 SSO.

Static Credentials

When you use Static credentials for a connect Destination and its associated Service Instance, users will authenticate
against K2 with their normal user credentials. (In most cases, this will be their Active Directory credentials). Since the
Service Instance uses Static credentials, the user credentials effectively stop at the service instance and further com-
munication happens in the context of the static credentials.

Consider the diagram below, which illustrates the static authentication approach. The user credentials (represented by
the golden key) are only used with the built-in K2 security provider for Active Directory to authenticate the user. From
there, the call transitions to the static credentials defined for the Service Instance (represented by the grey key) and
those credentials are used to communicate with the SAP System 1 Destination. The Destination passes these cre-
dentials through to the underlying SAP system. It should be clear that all interaction between K2 and SAP occur in the
security context of the static credentials, and the SAP system essentially has no context of the user that connected to
K2.
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Using Static credentials for a service instance and Destination
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K2 SSO

When using K2's Single Sign-On mechanism, user credentials are automatically and transparently translated into SAP
credentials by K2. Consider the diagram below, which illustrates this concept.
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Using K2 SSO credentials for a service instance and Destination
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The second Service Instance (SAP System 2) and its associated K2 connect Destination uses K2 SSO as the authen-
tication mechanism. As before, users authenticate with K2 using their Active Directory credentials (represented by the
golden-colored key). When these users attempt to execute a method for a SmartObject tied to the second Service
Instance, K2 notices that the Service Instance uses Single Sign-On, so it interrogates the single sign-on store for the tar-
get SAP Destination to locate a set of cached credentials for the current user. If no cached credentials are found for the
Destination, an error is returned to the user. K2 uses the Destination Name to locate a Security Provider where the
Security Provider Label and Extra Data settings match the name of the Destination.

If credentials are located, K2 will retrieve the credentials for the user (represented in this diagram with the blue-colored
key). These SAP credentials are then passed through the K2 connect destination and the user is authenticated on the
SAP system with their own SAP credentials. This approach means that SAP does have context of the user that ori-
ginally connected to the K2 server, and any SAP security trimming is maintained.

The following screenshots illustrate how K2 SSO is configured with K2 connect destinations. The recommended
approach is to use the K2 connect administration tool and select K2 SSO as the SAP Authentication mechanism.

When you select K2ZSSO, the administration tool will register a new Security Provider in the K2 system with the same
name as the Destination. The Service Instance is then automatically associated with the new Security Provider entry.
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Setting K2 SSO as the authentication mechanism
K2 blackpearl Settings =

=]

K2 blackpead Server:
Server:  dix

Pot: 5565 1=
Connecladio: dhe5555

K2 connect Senvice

Hame: Comnact Sanvica for k2 denallx com
SAP Authentication

) Suatic Credentials ©) SAP S50
Usemame:

Password:

Refresh Service Instance

m Cancel

The resulting Service Instance configuration

Add Service Instance o[- = 3]

Service Authentication

Authertication Mode 550

(Sm-‘t:- Provider W_DH?REQJ_EIE]EH by the RZ conmect
Passwond

(Em SAP 'DE"’)—- Destination

Service Keys

server - Required 45,
port - Required  gogs
sapsso - Required [3/z2
typemapping

Once the Service Instance is configured, users will configure their cached credentials using K2 workspace, as shown
below. The user needs to select the security provider for the target SAP system, and then Add Credentials for the pro-

vider. On the Add Credentials screen, it is important that the user enters the K2 connect Destination Name in the Extra
Data field, as shown in the screenshot below.
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User caches credentials for K2 SSO for the SAP-DEV Security Provider

=t

Salestorce
=P
K2FORMS

Add Credentials

Add credentiala for Single Sign-On,

Security Label

fit Reports Management Motification Events | Security User Seftings

User Settings > Single Skgn-0On

SAP-DEV

User Name: Idj]

Fasswaord IIIIIIIHIHI

550.Enabled Usar Hame

FEkial i 1A Amin
"

SAP username + password

((ExtraData

|

Isar-Dev |

.

Destination Mame

Once the credentials are cached, they allow the user to interact with the SmartObject as they normally would, and K2

will handle the underlying credential conversion transparently.
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Distributed Install - NLB
|

Distributed Install - NLB (1/2)

Application 1 Application 2

ﬂ—] - l—a

+ ¥
PRIMARY NODE SECONDARY NODE
(KZSVR1 dunalix com) [K2SVRZ denalix com)
(=1 =
Qs s
# [ | ®& [ &
L] ] L1
K2 CONNECT BLACKPEARL) K2 CONMNECT ||K2 BLACKPEARL
SAP SYSTEM 1 SERVICE SERVICE SERVICE SERVICE
(SAP1 denalix.com) et BOBS) pa S555) |pent BOBE) [pert 5555)
Bl [ o | Dessnation 1: Destination 1;
I *_a-i 71 SAP System 1 SAP Systam 1
(Shared) (Impered)
Destinnton 2: Dostination 2;
SAP SYSTEM 2 - SAP System 2 SAP Systam 2
(8APZdenalixcom) | .-~ (Shared) (Imported)
- -
1‘;‘ SOL SERVER
(5L denalix som)
. i % “"I -
K2 CONNECT

DATABASE

|
Distributed Install - NLB (2/2)

* Current version requires some manual configuration for NLB setups
» See this KB for details: http://help.k2.com/en/kb000410.aspx
* [Installation Overview:

1. Install connect database only from a non-K2 machine
Install librfe32.dil and ERF connect on each K2 server in the cluster
Install K2 connect server on 1 K2 server in the cluster (“primary node”)
Set the connect License key for the primary node

Set up a shared Destination on the primary connect server

Install connect server on each other K2 server in the cluster (“*secondary
node”)

Set License key separately for each secondary node
Import the shared Destination from the primary node and set it as default

U

o~

L L]

Itis possible to install K2 connect in a distributed, NLB environment. We will briefly describe the approach and some
considerations when installing K2 connect in a NLB environment.

NLB architecture

A distributed K2 connect installation looks very similar to a distributed K2 blackpearl installation. Consider the diagram
below, which describes a hypothetical NLB environment.
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K2 connect in a NLB environment

Application 1 Application 2
4 —
NLB

(K2 denallx com)

| 1
v &

R

PRIMARY NODE | SECONDARY NODE
(K2SVR1.denallix.com) (K2ZSVR2 denallix com)

i i

© Ia O e
L ] | ] |
K2 CONMECT ||K2 BLACKPEARL K2 COMMECT ||K2 BLACKPEARL
SAP SYSTEM A1 SERVICE SERVICE SERVICE SERVICE
(SAP1.denallix.com) (port 8085) (port 5555) (port B085) (port 5555)
“~~eu__| | Destination 1: Destination 1:
& j ==L SAP System 1 SAP System 1
(Shared) (Imparted)
Destination 2: Destination 2:
SAP SYSTEM 2 _~4 SAP System 2 SAP System 2
(SAP2 denallix_com) e (Shared) {Imparted)
- \

a‘:_i SQL SERVER
] {501 denallix com)
— E/gi —

K2 CONNECT
DATABASE

In this environment, we have two physical K2 servers (K2SVR1 and K2SVR2) which are exposed to other applications
as a logical machine (K2) using Network Load Balancing (NLB). The NLB system will distribute requests addressed to
K2.denallix.com between the two physical K2 servers.

Each K2 server has an installation of K2 connect and K2 blackpearl. Notice that the services run on different ports
(5555 for K2 blackpearl and 8085 for K2 connect; these ports can be changed if needed). The K2 connect installations
share the same database on the SQL.denallix.com SQL server. We also have two SAP systems (SAP1and SAP2)
which are configured as destinations on the K2 connect environment. Each of our K2 connect servers knows about
each of the SAP systems.

The main thing to understand with an NLB installation is how the installation works and how destinations are shared
between the K2 connect installations.

Distributed installation considerations

At the time of writing. a distributed installation of K2 connect requires some manual steps. The KB article http://help.k2.-
com/en/kb000410.aspx describes the steps in more detail, so we will only describe the high-level steps here. These
steps assume that you already have an operational NLB setup and that K2 blackpearl has been installed and con-
figured.

1. Install connect database only from a non-K2 machine.
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This action will set up the K2 connect database on a specific SQL server without installing any other K2 connect
components. We recommend performing this action on a machine other than the K2 servers, because you will
run the server installation separately on each of the K2 servers.

2. Install ERPConnect and librfc32.dll on each K2 server in the cluster.

As for normal installation, install the prerequisites for K2 connect on each server.

3. Install K2 connect server on 1 K2 server in the cluster (“primary node”).
Install the K2 connect server components on one machine in the NLB farm. (We'll call this machine the "Primary
node") and point it to the existing connect database that was installed in step 1.

4. Setthe connect License key for the primary node.
K2 connect servers are licensed individually, so obtain and set the license key for the primary node. Note that the
license keys are hardware-linked, so you cannot use the same key for all your connect servers.

5. Set up a shared Destination on the primary connect server.

Configure the Destinations on the primary node. Importantly, you should mark the destination as "shared", as
shown below:

K2 connect Destinations =
1 System Jorth America
| E—

MHame: SAP-DEV]
Description:  Development SAP System
(J' Share this Desl.natmn)

CONNECTIONSTRING ASHOST=K2SAPR347 k2workflow.com SYSNR=KR3 CLIENT=30

m Cancel

Test the destination to make sure that the connection string is correct.

6. Install connect server on each other K2 server in the cluster (“secondary node”)

Install the K2 connect server components on each of the other nodes in the cluster (we'll call these the "sec-
ondary nodes" and point them to the same K2 connect database that was installed in Step 1.

7. Setthe connect License key separately for each secondary node
8. For each secondary node, import the shared Destination from the primary node and set it as default

You will be prompted to import shared Destinations from a repository. Select Yes and then use the Open Remote
Destination button to connect to the primary node (you will need to use the physical machine name to connect).
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K2 connect Destination Explorer

{% Open Remate Destinations

= €% Conneclors

(& Sap

KZ connect Server i _' |

:E/ Do ol wank to import shared destinations from K2 connect Server Repository?

= €% Conneclors

TR comnect server _|/

Sepver

Poat:

Advanced

[K2SVR1 €—
[a085 =]

ﬂ Cancel
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9. The Destination explorer will launch, and you can then drag and drop the shared Destinations from

10.

K2 connect

the primary node to the secondary node.

K2 connect Destination Explorer

K2 connect Destination Explorer

(@ Cleze Remale Destnalions

B &% Cormeciors
[ sap

= & Eonu-eclcqsm (u-hotiF
= H. Rrasse N
f JSCLaBS

Rermote Destination

direction

OK

Set the imported destination as the Default destination on each secondary node.

K2 connect Destination Explorer

K2 connect Destination Explorer

{5 Cloze Remote Destinations

B {& Connectors
= sap
B4 R/346¢

(=) =

Destnamns

B SAP
B4 R/346¢c
{3l scLaBs

Bl {€% Connectors on 04-host0
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Logging and Troubleshooting

Logging and Troubleshooting

layer

(connectivity/connection string)

= K2 connect Test Cockpit

Trouble Area Troubleshooting Tools Logging
SmartObjects and = K2 SmartObject Tester = SmartObject Logging
Service Objects = Host Server Console mode

K2 connect layer = K2 connect Administration Tools = Host Server Console mode

* Protocolling on K2 connect server
(enable protocolling)

= ERP Connect Test Code = Windows Event viewer
(see documentation for samples) = Return codes in Test Cockpit

» RFC Exception trace

([Program Files\K2
conneciladminidev_rfc.irc)
'SAPBAP| layer = SAPGUI - SAPLogging
= ABAP Debugging (if SAP GUlis = ABAP Debugging (if SAP GUI is
installed) installed)

= SAP Errors are returned either as return codes or exceptions

P

Between applications, K2 SmartObjects and the K2 connect architecture, troubleshooting issues with SAP BAPIs
exposed as K2 SmartObjects can get complex, especially when you consider that trouble can occur at many different
levels: on the SmartObijects layer, on the K2 connect layer or in SAP itself.

The best way to troubleshoot issues with SAP-backed SmartObijects is to use the available tools and logging mech-
anisms to isolate the cause of the problem. The table below lists some of the common tools used to troubleshoot issues
and the logging mechanisms available, based on the area where the trouble may exist.

Note

Note that errors in SAP could be returned as RETURN codes, in which case the SmartObject may not report an
error, or as SmartObject exceptions, in which case the SAP error will be bubbled up all the way to the consuming

application.

Trouble Area Troubleshooting Tools
SmartObjects s K2 SmartObject Tester
and Service [Program Files]\ \K2 black-
Objects layer pearl\Bin\SmartObject Ser-

vice Tester.exe

K2 connect m K2 connect Administration
layer Tools
Use the K2 connect admin-
istration console to Test the
connection to the target SAP
system
m K2 connect Test Cockpit

K2 connect

Logging
= SmartObject Logging

enable logging in the file [Program Files]\K2 black-
pearl\Host Server-
|Bin\SourceCode.SmartObjects.Runtime.config. Log
files are output by default to [Program Files]\K2 black-
pearl\ServiceBrokerllogs

Host Server Console mode

run K2 server in console mode in the context of the K2
service account, and review console output.

Host Server Console mode/Log files

Configure host server logging (file [Program Files]\K2
blackpearl\Host Server\Bin|
HostServerLogging.config) and review the log output
for errors.

Protocolling on K2 connect server

Enable protocolling on the K2 connect server, and
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Use the test cockpit and
execute the BAPI. Check the
RETURN value to see if any
errors were reported

m ERPConnect Test Code
If needed, write code using
the ERPConnect adapter,
which will exclude K2 con-
nect from the equation. See
the connect product doc-
umentation and ERP doc-
umentation for code
samples

SAP BAPI = SAP GUI

layer If available, use the SAP GUI
to execute the BAPI to
determine whether the prob-
lem is on the BAPI layer.

= ABAP Debugging (if SAP

GUI is installed)
You can also use ABAP
debugging to troubleshoot
BAPI-level errors.

Enabling Protocolling for a Connect Server

review the output. (See section below for details on
enabling protocolling)

= Windows Event viewer
The windows event log may contain useful information.
Remember to check the Application and Security logs.

= Return codes in Test Cockpit
The RETURN property of a BAPI in the Test Cockpit
can contain an error message from SAP which may
help you locate the source of the problem.

= RFC Exception trace
ERPConnect will output a trace file with errors. This file
can be located at [Program Files\K2 con-
nectladmin\dev_rfc.trc) or [Program Files]\K2 black-
pearl]\Host Server\Bin\dev_rfc.trc. Open the file with a
text editor to see if any useful error information was writ-
ten.

= SAP Logging
Ask your SAP administrator to review any SAP logfiles
that may have useful troubleshooting information

Protocolling is essentially a real-time output of the BAPIs that are called by K2 connect. To enable protocolling output,
open the K2 connect Administration console's Settings window. Select the Enable Protocolling checkbox and restart

the K2 connect service.

Enabling Protocolling

W K2 connect Server Configuration

Name: dbx

E

‘—LE] Description:

@ Corfigure Destinations

SGL Connection E—'} Modify Connection String

Web Admin 8 Modify Admin Credentials [7] Enable Web Admin

Language: [ English -

TCP Port: 2083 e 7 Cluster Configuration
( Enable Protocolling ) [#] SLD Registration

Server License 7 Licensing

m Cancel
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Once you have restarted the K2 connect service, use the SmartObject Service Tester utility to execute the SAP-backed
SmartObjects, and then open the Protocol window of the K2 connect administration console. Review the output of the
Protocol window and see if any useful troubleshooting information was logged.

Accessing the Protocol window

ﬂq K2 connect Administration

K2 connect Administration Tools

= B
)

fp_ Add Service Object

7[5 Service Object Repository

Stop service P it
+-& Application Server

.__|__i Settings

|::' k2 blackpearl Settings
[ ]_FJ Protocal ]

Application [
) About

=| . Ay
LGS Exit Application

Reviewing the Protocol Output

Pretocal =
Clear Probocol = Refresh E
| DoteTeme Chant Foplication Mathedd Modus Compormnt System T
= 3114 [= -3 K2rpplcation BAFI_EMFLOYEE_GET_FWY... Sendcesz ChProgram Files (e8b)... 5AF Rd.7-DEV...
FNHENING_ dx K2 Appbeation BAPI_EMPLOYEE_GET_PW... Senvice2 C\Program Files (iB6).. SAP R4.7-DEV...

e 3




Review and Q&A

Review and Q&A

= K2 connect and SAP conceptual architecture
Installing K2 connect and prerequisites

SAP systems, connect Destinations and K2 Service Instances
Configuring Destinations

Multiple Destinations and shared SAP environments
Design-time authentication vs. Runtime authentication
Static credentials vs. SSO credentials

Testing SAP BAPIs

Service Object Explorer

Test Cockpit

Logging and troubleshooting

Let’s review the main topics covered in this learning module:

K2 connect and SAP conceptual architecture
Installing K2 connect and prerequisites
SAP systems, connect Destinations and K2 Service Instances
Configuring Destinations
Multiple Destinations and shared SAP environments
Design-time authentication vs. Runtime authentication
Static credentials vs. SSO credentials
Testing SAP BAPIs

m Service Object Explorer

m Test Cockpit
Logging and troubleshooting

Think about your own SAP systems and the BAPIs you may want to expose as SmartObjects. Can you identify any
potential composite SmartObjects that would combine data from SAP and other systems? How many SAP systems
would you want to expose to K2 connect, and how would you configure the security? Would you use static credentials
or one of the SSO approaches, and why? Do you understand the concept of K2 connect Destinations?

If you are in a classroom environment, use this opportunity ask the instructor to explain or elaborate on any topic that is
unclear. If you are in a self-study situation, check out the Additional Resources listed below. The next module will cover
K2 connect development in more detail, so your question may be deferred until you have completed the next module.

Additional Resources
The following table lists additional resources that supplement the information provided in this module:
Resource Location and Notes
K2 Connectin a NLB environment http://help.k2.com/en/KB000410.aspx
Installing lib32rfc.dll in a 64-bit envir-  http://my.theobald-soft-
onment ware.com/index.php?/Knowledgebase/Article/View/71/0/theobald--

products-in-a-64-bit-environment

K2 connect quick install guide http://help.k2.com/en/KB000707.aspx
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http://help.k2.com/en/KB000707.aspx

How to cache credentials for K2 con- http://help.k2.com/en/kb000360.aspx

nect for SAP Security Labels Describes how to use K2's SSO feature to cache runtime user credentials
for SAP. Both the manual approach and code-based approaches are
covered.

SAP SSO Support http://en.wikipedia.org/wiki/SAP_Logon_Ticket

Overview of SAP Single Sign-On
http://help.k2.com/en/KB000689.aspx
Describes how to enable and use SAP SSO based on SAP Logon Tick-
ets.
http://scn.sap.com/docs/DOC-17126
Describes how to use and set up SAP SSO Logon Tickets for Microsoft-
based systems

ERPConnect FAQ's http://my.theobald-soft-
ware.com/index.php?/Knowledgebase/Article/View/55/3/erpconnect-

fags
Some common questions and answers about ERPConnect
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Developing with K2 connect

400.WUH
Version:1 F
Duration:

Developing with K2 connect

* This module explains how developers use K2 connect to create K2
SmartObjects that interact with SAP BAPIs

This learning module describes how developers use the various K2 connect development tools to create connect Ser-
vice Objects and K2 SmartObijects so that SAP BAPIs can be exposed to consuming applications. This module is inten-
ded for all roles that will develop with K2 connect. Typical roles include K2 Developers, Solution architects, and SAP
Developers.

At the end of this module, participants should have a solid understanding of how to develop K2 connect Service Objects
and K2 SmartObjects to expose SAP BAPIs. Participants should also understand some of the more advanced design
and deployment considerations that are encountered in real-world K2 connect implementations.

Tip
A Recorded video of this module is available at https://youtu.be/-ODXej989EQ
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Service Objects and SmartObjects

Service Objects and SmartObjects .
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Before you start developing with K2 connect, it is important to understand the basic principles and terms used to
describe the components that form the integration stack between SmartObjects and SAP. We discussed the archi-
tecture in prior connect learning modules, but let's look a little deeper into the relationship between BAPIs, connect Ser-
vice Objects, K2 Service Objects, and SmartObjects.

Consider the diagram below, which illustrates these concepts and terms.

In the bottom right corner we have an SAP system with several BAPIs which we would ultimately like to expose as K2
SmartObjects. These BAPIs could be standard SAP BAPIs or could be custom ABAP BAPIs. (Remember that BAPIs
need to be RFC-enabled before you can use them in K2 connect).

If you think back to the previous module, you should recall that K2 connect is configured with Destinations, which allows
connect to interact with a particular SAP system. In our diagram, we have a Destination (DESTINATION 1) which has
been configured to point to a SAP environment (SAP SYSTEM 1).

At this point, a developer can use the connect development tools in Visual Studio to create K2 connect Service Objects
for the configured Destination. During this process, the developer would create connect Service Objects by dragging
and dropping selected SAP BAPIs into their Service Object or by defining BAPI mappings manually. They can combine
multiple BAPIs into one logical Service Object, or they may decide to separate the Service Object's methods into sep-
arate Services. Don’t worry too much about the details just yet: for now, it's only important to understand that connect
Service Objects contain one or more Service Methods, which point to SAP BAPIs.

Consider the connect Service Objects in the diagram. Here, a developer created two connect Service Objects (HR_
EMPLOYEE and FIN_ACCOUNT). The HR_EMPLOYEE connect Service Object has two Services (SERVICE 1

and SERVICE 2), and each Service contains a single Method (Method 1 and Method 2, respectively). The Service

methods have been linked to equivalent SAP BAPIs - Method 1 points to the BAPI HR_EMPL BAPI 1 and Method 2
points to HR_EMPL BAPI 2.

The FIN_ACCOUNT connect Service Object has a single service (SERVICE Y) and this service contains two meth-
ods (Method A, which is linked to the FIN_ACCOUNT BAPI_A and Method B, which is linked to the BAPI FIN_
ACCOUNT_BAPI_B.

(descriptive text continues after the diagram...)
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K2 connect architecture with SmartObjects and Service Objects
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Once the developer has designed the connect Service Objects with Visual Studio, he or she would publish these Ser-
vice Objects to a K2 connect server.

If you think back to the previous learning module, you will recall that K2 connect Destinations have an associated K2
Service Instance. This is an important point, because the Service Instance is used to expose the connect Service
Objects to K2 design tools so that designers can create K2 SmartObijects. Since the Service Instance points to a spe-
cific connect Destination, it follows that the Service Instance essentially connects to a specific SAP system. Look at the
diagram again: here, you should be able to see that the K2 connect Service Instance 1 under Service Instances is
configured to point to the K2 connect DESTINATION 1. The little silver padlock icon indicates that the Service Instance
(and the associated Destination) has been set up with a specific authentication mechanism (static or SSO, as we dis-
cussed in the previous learning module).

When a developer publishes his or her new or updated connect Service Objects to the K2 connect server, the Service
Instance for the Service Objects' Destination is usually refreshed. During this refresh process, the K2 SmartObject
server uses the Service Instance to discover the connect Service Objects for the targeted Destination, and generates
new or updates the K2 Service Obijects for the Destination. (This discovery and generation process is usually trans-
parent and handled automatically by the K2 server, but administrators or developers can manually refresh the Service
Instance as well.)

In the diagram, notice that there are two K2 Service Objects (HR_EMPLOYEE and FIN_ACCOUNT) which contain
Properties and Methods. These properties and methods map to the K2 connect Service Object's Methods and Prop-
erties. The Methods in each Service Object point to the Methods in each connect Service Object's Services, and the
properties point to the fields/properties that are returned by each Service.

Now that the K2 Service Objects are available in the K2 SmartObject server, K2 developers or designers can create K2
SmartObjects for those Service Objects. Once these SmartObjects are published to a K2 server, they can be con-
sumed by various applications just like any other SmartObject. Moreover, just like any other SmartObject, the con-
sumer is completely unaware that the data and interaction is actually happening on a back-end SAP system.

Notice that there are gold-color padlocks on the Consumers and the K2 blackpearl server. This means that these lay-
ers have their own authentication mechanisms, separate from the authentication mechanism used by the K2 connect
Service Instance. If you think back to the previous learning module, you should remember that you could use static or
SSO credentials for a connect Service Instance, but that the user's native AD credentials are not passed back to the
SAP system.
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K2 connect development tools

K2 connect development tools
= Service Object Designer
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As a K2 connect developer, you will probably use a selection of tools to build and test SmartObjects based on SAP
BAPIs. Let's briefly look at the most commonly used development tools:

Service Object Designer

You will use the Service Object Designer tool in Visual Studio to create new connect Service Objects. The first step is to
connect to a K2 connect server, after which you can explore the available Destinations that have been defined for that
server, along with the available SAP BAPIs that are available in that Destination.

When creating Service Objects, you will use a visual drag-and-drop interface to select the BAPIs that you want to
expose in your Service Object. You can customize the Service Methods as well, defining custom functions, mapping
properties and input parameters, write custom code to transform SAP data and more. Finally, you can use this tool to
publish the Service Object to the K2 connect server. Service Objects are defined as .svd files, and must be published to
a K2 connect server before you can use them; it is not possible to run a Service Object locally in debug mode.

The Service Object Designer in Visual Studio
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LI BAPY_EMPAL THAME SETDETY

% BAPI_EMPALTMAME GETDETY
[ BAPY_EMPALTMAME GETLIST
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Test Cockpit
The Test Cockpit is primarily used to test and investigate SAP BAPIs. This is a nice tool to use to understand what the
BAPI does, what input values it expects and what return values are available from the BAPI.

The Test Cockpit in Visual Studio

7 K2 connect Tem Cockp (PSR ==

2B K2 connect Test Cockpit

Dwstraton: [EAP Convent | DEV 1 S4R.DEV remsan

Blacasd tme ELILT
U Flame Language: Fueady
Patword
4] Predefived User Credertisi
Furceeon Mame: BAPI_EMPLOYEE GETOATA " & Leadimeiface 'y Execute

AUTHORITY_CHECK X
BLOHG_ND
QUSTCENTER

¥ DATE 2203
EMPLOYEE_IDY L]
EXTERSOH
FETMAME M

ETURS -

.

h
T Shes
INTERNAL CONTROL Show Dt
ORG_ASSIGHNSENT Ehe
PERSONAL DATA Shen

K2 connect Administration Console

Developers could use the Administration Console to configure Destinations and refresh the Service Instance for a
Destination. They may restart the connect Service to pick up updated Service Object definitions, enable protocol output
for debugging, and manually import Service Object Definitions (.svd's).

K2 SmartObject Service Tester utility

The SmartObject Service Tester utility is a very useful tool for developers since it allows you to easily generate and test
SmartObjects. You will probably use this tool extensively to explore the generated Service Objects and to generate
SmartObjects for testing purposes.

Note
We do not recommend that you use the SmartObject testing tool to generate SmartObjects for production, since it

does not give you full control over the naming and exposed properties/methods in the SmartObject.

For SmartObjects that will be used in real solutions, the recommended approach is to create SmartObjects with K2
Studio or Visual Studio. That way, you can choose which properties and methods should be exposed on the
SmartObject, you can create advanced SmartObjects, and you have full control over the SmartObject naming and
the structure of the project.
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The Service Object Designer
|

The Service Object Designer

Ble El Yow Bojet BuMd Dobup Tonn Dps Tooh Tep Mindew e
b| b [Debug || 8] <rntime RS BE -,
%

|- d-Jddl & 28

A Solution WICoanectioat (L paogect)
» 5 KX osnectlemo
& Domodervic ettt pd

Vi St e Dty CTMB SO ermperiar E8080 Bu

vt
You will be using the Service Object Designer extensively when creating SAP-backed SmartObijects, so let's have a
look at the components of the designer.

Toolbar
The icons in the toolbar perform the following functions:
E| Refresh the tree view to pick up any changes
Refresh
@ Launches the Destination Explorer. From here you can configure the Destinations of
- the current K2 connect server, and set the Default Destination.

Configure Destinations

K2 connect Destination Explorer

K2 connect Destination Explorer

{£} Open Remote Destinations

El{f‘} Connectors
=% ERP Connect
Elf_[h'] DEVY

Destinations 3
Set as Default Destination
Test Connection

@ This allows you to specify the namespace for the .NET classes that are generated by
- the Service Object designer, and to beautify the names generated. This option is not
Settings used that often.
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I

K2 blackpearl settings

Eﬂ

This option allows you to refresh the Service Instance for the default destination
remotely.

There is an option you can use to automatically Generate SmartObject when you pub-
lish the K2 connect Service Object. This is a nice time-saver, but we do not recom-
mend using this option for production SmartObjects since you have no control over

the naming for exposed Properties/Methods of the SmartObject.

The Use Properties as Parameters option will force users to enter the input prop-
erties for the SmartObject, which is useful when you want to be sure that users provide
the required values. Again, this is primarily a time-saving tool and we recommend cre-
ating the SmartObjects manually. If you enable this option for a BAPI with many input
properties, you could end up with a Service Object that requires a whole lot of input val-
ues before you can run the method, which may not be what you intended.

k2 blackpearl Settings [E]

K2 blackpear Server:

Connectedto: k2 denallec.com: 5555

KZ connect Service

Mame: Connect Service for k2 denallec.com
Refresh Service Instance
SmartObject Settings

[] Generate SmartCbject
[] Use Properties as Parameters

m Cancel

This option allows you to remotely start and stop the K2 connect service. When you
publish and updated Service Object, the K2 connect service must be restarted to pick

Stop/Start connect service = up the changes.

Destination explorer window

This section is where you connect to a K2 connect server, see a list of the Destinations configured for that server, and
where you can explore the list of BAPI's in the SAP system targeted by that Destination. You can also launch the Test
Cockpit from any of the BAPIs listed in the Service Object explorer.

Destination explorer

(@ J- S| & aB]o -0 -

L7 BAPY_EMPALTNAME _APFRON
L7 BAFY_EMPALTHAME CHANG
[I7 BAPY_EMPALTMAME CREATE}
L7 EAFY_EMPALTHAME CREATER
7 BAPY_EMPALTRAME DELETED
17 BAFY_EMFALTRAME_DELIMTT]
[ BAPI_EMPRLTHAME GETDETY
L7 BAFI_EMPALTMAME GETDETH
7 BAF1_EMPRLTNAME GETLE
L7 BAFYEMPALTNAME REGUE
7 B EMPALTRAME SInAY
B RAF_EMPATTARS SETRETAL
[Op hak EupaTTags oamust |
07 AR _MPCAPIODICRIATES
07 Bab EMMCAMODECETCETY
I8 Baky EMPCAPIOOE_sFricnd
107 Bab_EMRCAPTODE Crisnaael
AR EAIEARIOD OO
108 EAR_EMPLAPRODE DELETE

B E34 fow Eropt Beld Do Tom Oge Joos Tet eekow  Hdp

= G| |ty || (8 | «runtima

R FE R BE S

A Solution KIConsactihal (1 project]
4 3 Kitomeci

55 Sebution Exploner

Vup SenceObjectbioselComperer Edte Bl
~H] =
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In the Rfc/Bapi Explorer section, you can define filters to limit the list of BAPIs returned. This is a good idea if you work
with a particular set of BAPIs often or if you have a large set of BAPIs. When declaring a filter, use a * character as a wild
card, like the example below where we return all the "EMPLOYEE" BAPIs.

Creating a function filter for the Explorer window

k2 Service Object Designer QX
S @ ey .
=l SAP-DEV -
#) !E] Cheries

[ BAPI_EMPALTNAME_CRE

[17) BAPI_EMPALTNAME_CRS
7 BAPI_EMPALTNAME_DEL

Fiter Name: | EHal

U9 BAPI_EMPALTNAME pg|  [roncten:  BAFLEMF
L7 EAPI_EMPALTNAME_GE fﬂﬂ: ]

07 BAFI_EMPALTNAME_GE
7 BAPI_EMPALTNAME_GE
L) BAPI_EMPALTNAME _RIEY

m Cancel

Service Object Design Canvas

This is where you design your Service Object. You can drag and drop BAPIs from the Destination explorer window to
auto-generate a Service Method for the BAPI, or you can manually define the Service methods and configure how the
BAPI will be used. From here, you can also publish the Service Object to the K2 connect server.

The Service Object Design Canvas

Ede Ede yuw Propit PBedd Detig Tewn Oga Jook Tejt Mfedow Hep
L e e e I - I e e e L =| | (] <rurtiene
- el Gemotbervcelijectl.od X

R FE R BE S

o B e

I K2 Service Object Designer WFitiah Geevce Caec il

Employes

LB BAFI_EMPALTHAME APFROVE
[P BAPI_EMPALTRAME CHAMGE
P BAFI_EMPALTRAME CREATE
[} BAPI_EMPALTHAME CREATES
P BAFI_EMPALTHAME DELETE
7 BAPI_EMPALTNAME_DELIMIT
OF BAFI_EMPALTHAME GETDETS
I BAFY_EMPALTNAME GETDETS
OF BAF_EMPALTRAME GETLST
7 BaF_EMPALTRAME REGUES
7 BAF_EMPALTRAME SI0RAT
P Bk EMPATTARS GETRETA
07 BP EMPATTARS CETLIST
OB B _INPCARIGOICREATIS,
[P BAR_ENMCAMODEMETON T
7 B EMPCAPIODE_APPROVE
08 Bk EMPCAFIODE CranGE
7 BAP_EMPLAPRODE CREATE
O BAF_EMPCAFRODE_DELETE

3 Sebuticn Explerer

WipServieDbjectbiodeilompater Bdne Bul
~IE =)

s o

Solution Explorer

The solution explorer works just like any other Visual Studio project. While you can add any K2 artifacts to the project, it
is recommended that you keep K2 Connect Service Objects and SmartObject in separate K2 projects, so that you can
deploy the SmartObjects independently, or hand over the SmartObjects project to another developer without giving
them access to the connect Service objects.
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Test Cockpit
I .

Test Cockpit

1 I3 coneert Test Coclps B ===

:_l K2 connect Test Cockpit

>
e

We briefly covered the Test Cockpit in the previous learning module, but since this is a valuable developer tool let’s look
atitagain. The easiest way to launch the Test Cockpit is to select a BAPI in the Service Object Designer tree view, right-
click the BAPI and select K2 connect Test Cockpit.

Opening Test Cockpit for a specific BAPI

K2 Senvice Object Designer = 0 X SrartPa
S®ean

= =]

=95 Development Kit A
% ERP Cornect
ol SAPR4T
21 E2LearmingSAP
w1 Queries +
.8 Ric / Bapi Exploter Ll
- Al
B AR 0
E

&

- B.rh.Fl EMP”

8] BAF|_EMPALTNAME_APPRIO"

5 BAPI_EMPALTNAME_CHAMGE |f] K2 connect Test Cm:l:plt
7 BAPI_EMPALTHAME _CREATE |

il

You may need to provide credentials when running the tester, but if the Destination has embedded credentials, you can
select the Predefined User Credentials option.
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User Credentials in Test Cockpit

§71 K2 connect Test Cockpit

:‘ K2 connect Test Cockpit

Destruon: | ERP Corrasct | DEV | S4P-DEV. -] I [Trfemusen
Blagaad e Nidma
User hlarma Largaage Ry

Furcton Hame:  BAFI_EMFLOYEE_GETDATA * & Loadiirserface My Executs
-
B Felback W Commt Wk [ Erisbie ABAF Dot @
AUTHIRITY_CHECK x
EADING MO
COSTCENTER
4] DATE el
EMPLOTEED ]
EXTENSION
FETHAME M
Ot put a
RETUAN Show Dietals Table: PERSOMAL_DATA
ARCHIELINK - i OBJECT_ID LOCK_IND
COMMURICATION Show Detals

Once the Test Cockpit has loaded, the first step is to use the Load Interface button to populate the Input and Output
sections with the input parameters and return structures of the BAPI. You will likely need to provide at least one input
parameter (SAP BAPI's usually requires at least a date input parameter). In the Input section, select the input prop-
erties you will provide values for, and un-check the rest.

Loading the BAP!I interface

7 K2 eonnec Tem Cockpt == =

i

;‘ K2 connect Test Cockpit

f Womatin
Destratiors [EAP Connect | DEV 1 SAP-DEV - a—
Blapsad tme 3190es
User Plame Langquage Fisady
Pagword

o Predafined User Credentisls

Funceon Mame: BAPI_EMPLOTEE GETOATA * 1 @ Lasd imertace 1oy Bxscute
L]

‘ =]
C—— o
i BLDHNG_hd :
N [7] OOSTCENTER 1
: ¥ DATE 2am3 :
7] EMPLOYEEID @ i
HEEE :
1[7] FSTMAME_M =
. 1
: RETURM S Detads :Tat!r PERSONAL_DATA
I ARCwvELNK Sy Ditnd 1
1 commucamon i Dot '
1 Sy Dl 1
: Sraves Dl I
1 Srgrer Ditaly, 1
e e

Next click the Execute button to run the method. If all went well, you should see Show Details next to each of the Output
structures. You should always check the RETURN table first, since errors returned by SAP may be reported here. You
can then look over the remaining tables and explore the data returned by the BAPI.



Executing a BAPI and reviewing the results

£ K2 connext Test Coskpat = |-E [t

=
) K2 connect Test Cockpit

estrator: |EAP Conneat| BEV 1 SAP-DEV = rfomatan
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High-level steps to expose a SAP BAPI as a SmartObject

High-level steps to expose a SAP BAPI| as a
SmartObJect

In Visual Studio, connect to a K2 connect server and select a target Destination

M

Use the Service Object explorer to discover the available BAPIs

w

Use the Test Cockpit to test and discover a particular BAPI

-~

Create a new connect Service Object
a) Drag the BAPI into the Design Canvas and/or
b) Create custom methods

5. Configure parameters, properties and structures

6. Publish the connect Service Object
a) connect service will be restarted
b) The Default Destination's Service Instance is refreshed
c) Note: if updating an existing Service Object, you may need to restart the blackpearl
service

7. Create a new SmartObject in Advanced mode

8. Use the SmartObject in a Workflow, User Interface or Report.

P

Before we start looking at the development tools in more detail, let’s look at the general process you will follow to

expose a SAP BAPI as a K2 SmartObject.

1. In Visual Studio, connect to a K2 connect server and select a target Destination.
K2 Service Ohject Designer

@ apq

-y Development Kit

: =% ERP Connect
=8 Etll SAP R4

2L eamingSaF
-0 Queries
@ Fifc / Bapi Explorer

. @ Business Objects

{30 Dev-GAP

-0 DASAP

-] ProdSap

[#-[3] Service Object Repositaries
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2. Use the Service Object explorer to discover the available BAPIs.

k2 Zervice Ohject Designer

P
= .
- -.'f'E.. s

(1L

13

=% Dievelopment Kit
5. ERF Cannect

gl SGPR4T

-] K2LearmingSAP

+llj Hueries
5.7 Ric / Bapi Explorer
- Al
0@ AR
B BAPI_EMP"
+'E Enip
- COmp
— E Employes BAP|z
N 3 BAPI_EMPALTMNAME_APPROVE

.13 BAPI_EMPALTHAME_CHANGE
.13 BAPI_EMPALTNAME_CREATE

—
Dvraiin [LR Cormact | SAF 47| FLpamingtilt = i
Slagand e (-1
U blame i 2eamrg Largusge Fradg
Patemcd ==
Fipdedrd U o Cipdersali
Furcton Same ESP_EMPLOVEE_GETDATA " & Losditerisce W Everute

AUFTHRITY_[HECE X
ELDeG_HO
COSTCEMTER
¥ D&TE LTplr ik |
¥ EWPLDVEE ID 10
EXTEREMN
FEINAME_W

(R[E T Fowr Datady. Table: PLISOMAL DATA




4. Create a new connect Service Object by drag the BAPI into the Design Canvas and/or creating custom methods.

Sl L SEPWUH EMPLOYEE vd 3
= & 1
=SACANT N * I K2 Service Object Designer W Pubish Serice O
170 BAPI_EMPLCOMM_GETDETAL -

1T BAP_EMPLCOMM GETDETAILEDUST NIRRT e T o

1P BAP_EHPLCOMM_GETLIST

11 BAPI_EMPLOVEET_CHANGERASSWO
119 BAP_EMPLOIVEET_CHECKPASSWAR
117 BAPY_EMPLOWEET_CREATE_Pw/_AEL
11 BAPI_EMPLOWEET_DELETE Pw REC
T BAP_ENPLOWEET_DEQUEUE

U BAP_ENPLIWEET_ERQUEUE

T BAFI_EMPLIWEET_GET_Pw REG
U1 BAFI_EMPLOWEET_INITPASSWORD
17 BAP_EMPLOVEE_CHANGERASSWIR
17 BAP_EMPLOWEE_CHECKEXISTENCE
117 BAFI_EMPLOWEE_CHECKPASSWORD
1T BAP_EMPUIVEE_CREATE_PwW_REG
P BAP_EMPLOWEE_DELETE_PW_REG
P BAF_EMPLIWEE_DEQUEUE
" B P 0

o ) 1
) BaP_ERPLEE Gale_OLD
1P BAP_EMPLOYEE_GETLIST
117 BAP|_EMELOVEE_GET_Pw_REG
115 BAPY_EMELOVEE_INITRASSWORD
1) BAPI_EWERERSID_APEROVE
{17 BAF_EMPPERSID_CHANGE
L) BAP_EWFFERSID_CREATE

5. If using custom Methods, configure parameters, properties, and structures.
K2 Service Object Designer ¥ Publish Senvice Object

K2 Serace Dhject Degsgner

EmployeoDals

E
o
5]

s

ﬁ CompanyData

A KZL_400WUH_EMPLOYEE

E EmployeeData By Cata Mapping: #= Go back

R eadE mplopesCommunicationas<ML

[ Function Interface
[ Add Parametar
Mame

InputE mploypesld
UrgpastDh st
CommunicatioriML

Internal Functions

] Add Custorm Function

Mame
BAPI_EMPLOYEE_GETDATA, Y

6. Publish the connect Service Object. During this process, the connect service will be restarted and the Default
Destination’s Service Instance is refreshed. Note: if you are updating an existing Service Object and that Service
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Object has been used by a SmartObject, you may need to restart the blackpearl service.

F2L_400UH_EMPLOYEE. sud 2

K2 Service Object Designer

#. K2L_400WUH_EMPLOYEE

E JobData

=)

. Show Documentation h‘ Add Service

W& Publish Service Object

7. Create a new SmartObject in Advanced mode and use or combine the Service Object methods in your SmartOb-

ect.
K2LA00WUH Employee.sods

=5 Associalion: | & Addtional Seltings
[lame: l K2L 400WUH Employee
Drescription:
SmartObject Properties
o Add ' femove | I8¢ Remove Al
hlame Descrption Type Key
Employeelnfo_EmployeeNumber Number |
Employeelnfo_EmploymentDate Date Time |
Employeelnfo_LastMame Tt |
SmartObject Methods
o Add | [ Edit | X Remove | [§¢ RemovesAll | [ Create SmarBox Methods
Mame Service Object Method
ListErmployeesBylasibame Connect Service for k2.denallie: K2l 400WUH_EMPLOYEE ListEmployeesBylastiam
Connect Service for k2.denallie:  K2L_400WUH_EMPLOYEE ReadEmployeeByEmploy
Connect Service for k2.denallic: K21 400WUH_EMPLOYEE Read)obDataByEmploye:
B e Connect Sarvice for k2denallics  K2L_400WUH_EMPLOYEE ReadCompanyDataByCor
Connect Service for k2.denallic:  K2L_400WUH_EMPLOYEE ReadEmployeeCommuni

8. Once the SmartObiject is published, use the SmartObject in a Workflow, user interface, or Report. You can use
SAP-backed SmartObiject just like you would use any other SmartObject.
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Service Methods, Parameters and Structures

T . o
Service Methods, Parameters, and Structures

K2 BLACKPEARL SERVICE

K2 connect Service Instance

K2 Service Object X (Emplayes)

K2 CONNECT SERVICE

Service Object X (Employen)

Service 1 (s.g. EmployesMathods)

Method A [o.g. Create Employes)
Function interface

Date Flat DateTime In
Hama Flat String Ini
I Flat Imed Cun

Method B je.g. List Employes)

Function Inberface
| Parametsd] Declaros | Type | Direction |

Date Flat DateTime In

LastName Flat Swing  In

EmpData  Swructure MyEmp  Out
Data

Structure Definition (MyEmpData)

BAP1A
(0.9, Create Employea)

Inputs

Input Type
Refurns

Ruoturmn Typs

SAP SYSTEM |3

o

In the previous learning module, you created a simple connect Service Object by just dragging a specific BAPI onto the
design canvas. While this is an easy and quick way to create Service Obijects, it is likely that you will need to have finer
control over the Service methods and the parameters passed in to SAP and returned from SAP. Let's take a moment to
explain how BAPI input and output parameters are mapped to connect Service Object properties and method para-
meters, so that you can choose the best approach for your requirements.

Consider the diagram below, which illustrates a simple BAPI (BAPI A). This BAPI accepts two primitive data types as
input (a date and a string) and it returns two parameters: NEW_ID is an integer returned by SAP and RETURNS
(which contains the result of the BAPI from SAP - we are not interested in showing this result in the SmartObject).

When we create a connect Service Object method for the SAP BAPI, the method's Function Interface describes how
the properties are mapped to the BAPI's input and output parameters.

A simple mapping between SAP BAPI parameters and the Service Method Function Interface

K2 CONNECT SERVICE
Service Object X (Employee)

Service 1 (e.g. EmployeeMethods)

Method A (e.g. Create Employee)
Function Interface

Date Flat DateTime In
Name Flat String In
Id Flat Int64 Qut

Inputs

Input

Retumns

Return

| NAME [ suing |

newo | mes |

[ sapsystEm ad

BAPI A
{e.9. Create Employea)

Type

Type
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A more realistic scenario is that the SAP BAPI returns complex structures instead of primitive data types. Consider the
diagram below: here, we have a BAPI for retrieving employee data from SAP, but the Employee Data (PERS_DATA)
itself is a structure or table of data, as you can see from the Test Cockpit output.

BAPI with complex return data

-

SAP SYSTEM || 1]

BAPI B
(e.0. List Employee)

Inputs
Input Type

Returns
Return Type

Exploring the return data structure in test Cockpit

RETURN Show Detads Table: PERS_DATA
ARCHIVELINK, Shew Detads... ER SEC
5 L 00 0002 1231999 |42ansen [0 10122000
Ptk o 1037 0007 1231988 111970 0 122195
INTERNAL_CONTROL Show Detads... 1161 0002 12318988 |281973 0 252000
ORG_ASSIGHMENT Show Detais., 1329 0002 1221/8995 | S51264 0 81211956
1404 0002 123159 122ane (o 32000
(PERSJ’“”‘ . D""""'"] 1700 e 12318 1T 0 101 22000
1904 0002 12319993 |seenses |0 220138
220 |00z 2mvesee  [2rw1es0 [0 HTEI003
1A 002 12319998 |2231851 |0 22002
10155 0002 12317858 111360 0 FFlERn
10453 0002 12315535 |S535 0 11872003
10966 [oH 1231 s o PERECE]

Since the consumers of SmartObjects would not know how to interact with this complex structure, we need a mech-
anism to flatten the complex structure into primitive types that SmartObjects can understand. This is where Structure
Definitions come into play. Using a Structure Definition, you can select which properties from the BAPI you want to
expose in your Service Object. As part of this process, you can also rename the SAP BAPI properties into easier-to-
read properties.

The diagram below illustrates this approach. The BAPI still has two simple input parameters (a date and a string). Since
the PERS_DATA return is a complex type, the developer created a Structure Definition called MyEmpData which
maps the data from the BAPI return table to an internal structure.
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Mapping a complex return parameter using a Structure Definition

K2 CONNECT SERVICE ( J
Service Object X (Employea) SAP SYSTEM E.;

BAF1 A
(e.g. Create Employee)
Inputs
Input Type

Service 1 (e.g. EmployeeMethods)

Method A (e.g. Create Employee)
Function Interface
| Parameter| Declarer] _Type | Direction |
Date Flat DateTime In
Name Flat String In
Id Flat Int64 Qut

| NAME | suing |

Returns

Raturn

veno e |

Method B (e.g. List Employee)
Function Interface

Date Flat DateTime In BAFI B
LastMName Flat String In (a.g. List Employea)
Inputs

Input Type

Structure Definition (MyEmpData) m-
String
Returns

Return Type

Note
Structure Definitions are stored on the Service level. This means you can reuse the same Structure Definition

between the methods in a Service, but not outside of the Service. This is another reason why you'd want to keep
methods that return the same data in the same Service: you can reuse the Structure Definition in the same Ser-
vice.

The last piece of the puzzle is to understand how the Methods and Parameters defined in the connect Service Object
surface to a K2 Service Object. Remember that K2 Service Objects have Properties and Methods, but Properties and
Methods are defined separately. If a connect Service Object has multiple methods, each of the properties in each of the
methods will be exposed as a property of the K2 Service Obiject.

Consider the diagram below. Notice that the K2 Service Object has two Methods which map to the methods defined for
the connect Service Object, and the K2 Service Object's methods have input parameters for the "In" parameters
defined for the connect Service Object's methods. Notice also that the Service Object has a shared set of Properties,
which include all the properties returned by all the methods in the connect Service Object.
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Connect Service Object methods vs. K2 Service Object Properties and Methods
K2 BLACKPEARL SERVICE ’

Ld
K2 connect Service Instance K2 CONNECT SERVICE cemer B
Service Object X (Employes)
K2 Service Object X (Employes)
BAPI A
{o.9. Croate Employes)
Inputs.

Input Type

Retums.

Methad A (e.g. Create Employes)

Mame  Type Function interface
Paramater
Hame Parameter

Type

Mathod B (e.g. List Emplayes)
Function interface

BAPI B
{e.g. List Employea)
Inputs

Input Typa

Returns
Retufn Type

This might all appear very abstract at the moment, but after completing the lab exercise you will see how this mapping
is defined and ultimately exposed.
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Custom Service Methods
|

Custom Service Methods

= Recommended approach

= Allows greater control of returned values

= Allows “friendly names” for SAP properties and methods
= Can combine properties from different Return structures
= Return properties as XML

= Manually define data mappings between connect
parameters and BAPI parameters

= Write custom code to transform data types between connect
and SAP

= Call multiple BAPIs in sequence (e.g. when writing data to
SAP)

= Write custom code in functions

P

While the drag-and-drop approach is easy to use when creating connect Service Objects, in reality you will often use
the Custom Service Methods approach instead. So why would one go to the trouble of defining a custom Service
Method when you can just drag and drop a BAPI into the Service Object design canvas and be done with it? Well, there
are quite a few benefits when you use custom service methods, and in some scenarios you will have to define a custom
service method, since the drag-and-drop approach might not support what you are trying to achieve.

Using custom Service Methods is the recommended approach, since it allows you much greater control over the values
that are returned from the BAPI while allowing you to define user-friendly names for the Service Object methods and
properties. This will make it much easier to design K2 SmartObjects that will use the Service methods. You can also use
this approach to select different properties from different return structures in a single BAPI call and return specific prop-
erties as native XML data rather than flattening the structure to primitive data types.

In more advanced scenarios, you can manually define mappings and transformations of parameters between the con-
nect Service Object and the underlying SAP BAPI, you can call multiple BAPIs in a predefined sequence (this is often
required when you want to write data to SAP), or you can write completely custom code in custom functions.

Realistically speaking, you will probably use manual Service Methods in the majority of your connect Service Objects
except for very basic BAPI interactions, so you should become very familiar with this process.

Multiple Services vs. Multiple Service Objects

A connect Service Object may contain many Services and each Service could contain multiple methods that point to
SAP BAPIs. While you could define a single Service and add all the BAPIs into this one service, it is a good idea to struc-
ture the Services and their enclosed methods logically.

Consider the sample Service object below. This service object contains three Services (EmployeeData, Employ-
eelLookuplnfo and EmployeeOrganizationinfo). Each service returns different data structures, but they are all related
to an employee in some way.

The EmployeeData service contains two methods (ReadEmployeelnfo and ListEmployeelnfo). Both services return
the same data structures, but one returns a single record (Read) and the other returns a list of records (List). Since
these methods return the same data, we grouped them into the same Service. Since they both use the same data struc-
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ture in the background, we can re-use a custom Data Structure definition because the methods are located in the same
Service.

The other two services (EmployeeLookupinfo and EmployeeOrganizationinfo) call BAPIs that return lookup inform-
ation for an Employee. Since these methods return different data structures, we placed them into separate services,
but since they relate to an employee (and only to an Employee - they are not used by any other SmartObjects), we
added them to the Employee service object.

Sample Service Object with multiple Services

K2 Service Object Designer ¥ Publish Service Object

*-.-. DemoServiceObject

E t;rr:plr_:-:,‘u:q:[}._n:n

<

E EmployeeOrganizationinfo

v

When you deploy the Service Object as a SmartObject, all the methods and the properties returned by the methods will
be flattened, as shown in the example below. Therefore, the way you structure Methods and Services in the Service
Object designer doesn’t really surface anywhere, but it is a nice approach to use to separate the data structures
between the various methods used in the Service Object or re-use data structures.

The K2 Service Object version of the Service Object
=R Fro

perties
EmpPersonalinfo_BIRTHDATE
3] EmployeeData_BIRTHDATE
EmployeeData_BIRTHPLACE
EmployeeData_BIRTHYEAR
a] EmplLookuplrfo_COSTCENTER
EmpLookupinfo_JOBTITLE
EmpLookuplrfo_ORGANIZATIONAME
g Companylnfo_COUNTRY
- gl Companylnfo_CURREMCY
-1 Companylrfo_VAT_REG_NOD
=+ Methods

- ¥f; ReadEmployeelnfo

¥ ListEmployeeinfo

[+ M5 GetEmpLookuplnfo

- GetCompanylnfo
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When adding multiple Service Objects, consider how you would balance the ability to use different BAPIs in the same
Service Object versus creating a separate Service Object for BAPIs that return different data. A rule of thumb you can
use is to keep related data together in the same SmartObiject. If any data is required by another SmartObject, you may
want to create a separate Service Object. Here is an example: suppose you had a BAPI that returns departmental
information. This data could relate to an Employee, but also to Payroll or Finance functions, so it is probably a good
idea to create a separate Departmentinfo Service Object so that you can use that same Service Object in other
SmartObjects.
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Using XML properties instead of Structures

ALTHORITY CHECK
BLDING_HD
COSTCENTER

] DATE

¥ EMPLOVEE_ID
EXTENSION

Funclion Mame: BAPI_EMPLOMEE_GETDATA

Using XML properties instead of Structures

@ Load Interlace "y Execute

Eore ek
liery

Collection of items

FSTHAME M
RETURN Gleamea Chplind Table: COMMUNICATION
ARCHIVELINK Ghaoms Distink LOH
» T (ujl-] 12NSTE 11008 (1] 1715008
(COMMURICATION S Dhetsd . - - 1 4
[ 07 s lzmesm inam o |v2s2000
INTERHAL_CONTROL Shows Dhetinds
OAG_ASSIGHMENT Shovs Dhetisly
PERSOMAL_DATA Sk Detisly
]
=IK_2 an

When you need to return complex Structures from the SAP BAPI you have a choice whether to flatten those structures
to primitive data type properties, or to return the property as an XML document. Sometimes you might need the BAPI
property returned as XML so that you can process the XML yourself, or perhaps the property contains a collection of
items which is difficult to represent as a single property. In these cases, you can choose to return the complex structure
as an XML property instead of a Structure Definition.

To return a complex type as an XML property, select the XML Property checkbox as shown in the screenshot below.
When you select this option, the generated K2 Service Object will have an XML property which contains the properties
you selected, rather than separate flattened properties for each property in the structure.

This approach is commonly used when you want to pass or return a collection of values as a single property from a SAP
BAPI. Note, that you may need to write some code in the consuming application to handle the XML processing for the
property.

The screenshots below show an example of how a collection of items could be returned as an XML property.

The COMMUNICATION return is a collection of items

Furection Hame:  BAF_EMPLOWEE_GETDATA

B Load Interface Wy Exscute

AUTHORITY_CHECK,

| ELDING_NO
COSTCEMTER

< DATE

7| EMPLOYEE_ID
EXTENZION
FSTHAME 1

W23
107

=)

]

Collection of items

Output

RETURN Tabde: COMMUNICATION
ARCHIVELINK

(commacanion
INTERRAL_CONTROL
ORG_ASSIGNMENT
PERSONAL_DATA

Show Detads

LOCK_IMD TO_DATE FROM_DATE
125375 |1A/200

12431/5330 | 14/2000

SEQHD
)
o

CH_OM
11502004
32572000 j

Show Detals
Shem Detads:
Show Detads

Show Dretals
Show Dretads:
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Selecting the option to return the COMMUNICATION structure as an XML property of the Service Object

K2 Service Object Designer @ Publizh Serce Objec]

& _400WUHTESTING

[ EmpLockup

XML Property

L |

Structure Definition

[ Copyfrom Template

[B7 Add Field

Mame Datalype

USERID Siiing [=]
USERTYFE Sting |
USRID_LONG Sling =]

Mapping the XML property to a SmartObject memo property

A Salution 'Kilear

Narme | -oveurresTinG v s [F K2Learring
A ewusH]
Descriptaan: =] _4rwUH]
1 KIL_3008
SmartObject Propr—="--

& Add XML Property Mapping (Communication)

MHame
rersonaLDatd XML Property Mapping (Communication)
PERSONAL DATS

personaL_para | dF Add | [ Bt | X Remove [B¢ Remove All | T Create Al | 0 Auto Map | -
PERSONAL DATS || XML Path Baund Te He Smart()
PERSOMAL_DATA || So0nect _AD0WUHTESTING_V: Communication
NAL |
Emplackupinfo, Edit XML Property Mapping
EmpLlookupinfe,
Emplogkuplnds AML Propery Name: Communication
Select a part of the XML Document: "
Frnalmalosnbata i - gconnect
- Cammunichbon
SmartObject Meth FAUSERID
s USERTYPE

“ :
b Aod | 4 B Specify the path i = _

Create All creates < USRIDLONG
Mame
ReadEmployes
GetEmploakupln

¥ML Mapping Type: il =
Mg Te SmartOtiect Property =
SmanChject Property Name: Comrmuniciton
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Viewing the result in the SmartObject Tester utility

Execute SmartObject: "_SIWUHTESTING Vi Method: ‘GetempLookuplnfe’ =x IO E

Eile  Mew

b Execute 1=j ViewXml 2] Refresh SmanObject
Infoamestion

Smillbpect Name: _S00MAUHTESTING_VE

Method to Execite:  GaiEmplaskipinio * Ewecule |

| a it Progesitin:

lrgust Poopeertioes

W ClearValues [ Generate Data

o brgutDate [ DataTese | - Rogued [7] 2223 O 1200004452
leOiEmpld [ Wombes | s Rsaed] 1037 [ ]

[+ Rent

Fistum Properties | List Ry | Comranasaton |

oerermrec st « IS ERIDD ESSDUMMYDE cAUSERIDE 1 USER TYFE 00010 AUSER TYPE » cUSRID_LONG> < USRID_LOMNG:
ICommurecstions <USERID:</USERID: < USERTYFEX D00 USERTYFE » (USRID_LONG: Karn Anseimi@des. com

< AT ommenec ation’ ¢
< AUSRID_LOMG: ¢ /Commurications

Note

Note that you can easily generate an .xsd for the XML property, which will make it easier for you to interact with

the Property in other applications like C# code or workflows.

Exporting the schema of a XML property

Function Interface

[Bf Add Parameter X Remove Parameter

&

[7] Export Schema) ] Show Structure

Mame Declarer Datalype Direction

InputE mplapeeld Flat - | InilEd = In &

InputD ake Flak v | DateTime H In [
——

CommunicatioriML Collection || Communicatiord®LStucture || 0wt -]

Internal Functions

1 Add Custorn Function

M ane
BAPI_EMPLOYEE_GETDATA
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What happens when you publish a Service Object?
|

What happens when you publish a Service
object?

* When publishing a Service Object with the K2 Service Object Designer, the
following happens:
1. The .svd file is compiled to C# classes
= Might get compilation errors if class names are invalid
= svd definition is published to the default Destination

2. The K2 connect Server Service will be restarted
=  This compiles new proxy files hosted by K2 connect service
= Proxy files describe the Methods in the Service Object

3. The default K2 connect Service Instance will be refreshed
= Service Instance discovers the updated object definition in K2 connect service
= Creates the proxy DLL files for use by K2 blackpearl
* |f you have made changes to a Service Object that is currently being used:

= K2 blackpearl holds the proxy files in memory for faster execution, but only if the
SmartObject was used previously.

= You may need to restart the K2 blackpear| Server service to load the new proxy files

P

Itis important to understand the mechanics behind the Service Object publish process, since there are some nuances
that might affect what you need to do when publishing Service Object definitions to a K2 connect server.

When you use the Publish Service Object link in the Visual Studio Service Object designer, the first step is that Visual
Studio will compile the .svd file to C# classes. At this stage, you may see errors if the connect Service Object properties
to not follow standard .NET naming restrictions, or if something is wrong inside custom code that you may have written.
If the connect Service Object compiles successfully, the connect Service Object is published to a K2 connect server.
The K2 connect service is restarted (or must be manually restarted if the .svd was published manually without using
Visual Studio) so that the new proxy classes for the updated connect Service Object can be generated and loaded.

Once the connect Service is restarted, the Service Instance for the K2 connect server is refreshed. (If there are multiple
connect service instances defined on the same K2 blackpearl server, you may need to refresh the Service instance for
your selected Destination manually since the built-in Publish process only refreshes the default Service Instance auto-
matically). As part of this process, K2 blackpearl will interrogate the K2 connect server, "discover" the updated connect
Service Object definition and then update the K2 Service Objects for the Service Instance. At this point, a SmartObject
developer can create a new SmartObject that uses the new definition, or they may modify an existing SmartObject to
use the new methods/properties that are available.

Note

If you have made changes to a Service Object that is currently used by a SmartObject and that SmartObject has
been executed by K2 blackpearl before, note that K2 blackpearl holds the proxy files for the Service Object in
memory for faster execution.

You may need to restart the K2 blackpearl Server service to load the new proxy files, otherwise you might see
errors like "Unable to find assembly..." like the example below:
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Error

Unable to find assembly "ServceObject SAF, Verson=1.0.0.0,
L Culture=nsitral, Pubbckey Token=ol,

Servics: ConnechSerice

Service Guid: eSbFS320-9000-4 a0d-af 2h-d58T6ab38chd
Sevesiky: Error

Linable b find assembly ‘ServiceCbisctSAP, Yerson=1,0.0.0,
Cultursmrpsutr A, Publick ey okl

Servon: ConnechSerace

Servion Guid: e5bf532a-920b-4aed-af 2h-d5876aba6chd
Sty : Ervor

(B
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Writing data to SAP
|

Writing data to SAP

= You will need to create a custom Service Method
» Call BAPI_aaa_ENQUEUE with Key ID to “Lock” the record
» Call BAPI bbb with input values to create/update data
= Call BAPI|_aaa_DEQUEUE with Key ID to “Unlock” record

= Example: Adding an Employee address

Sl P ENSLOTTEADDRE e

T @a
7 BAP_EMPATTABS_GETDETSL

L AP_EMPAT 1RSS5 GE TLIST

2L APy alhf SSEMP CHANGE
2T EAA_AleDRE SSEMP_CREATE
gt

T

| K2Service Object Designer

by .} s L1 3
17 BAP_EMPEAPFODE_CHANGE
T BAF_EMPLAFFODE_CREATE
I B4 _EMPUTVEE T_CREATE_PW_REG
7 P EUPLOVERT CELETE PWLREG
3
". ™ [ Caen
79 B _EMPLTVEE T_HTPASSWORD ]
L BAP_EMPLCOMM_[REATE et o L = inthE
CI7 41 _EMPLCOMS,_[REATE SUCCESSR ettty e - turg
IO B4R _EMPLCTN_DELERE (- L. [
N

[
=
in
i
"3
AP EMPLOTET_EMGUEUE
_MOOREESE CHEXTE Adjust sequence
BAP_EMPUOVEE T_DEQUEUE G

When you need to write data to SAP, be aware that you may need to chain several BAPIs together to update data. SAP
has BAPIs that are used to lock a record so that it can be updated and other BAPIs that are used to unlock a record
after changes have been applied.

5] b Do Funcion

2 ) =--

Normally, the procedure is to call the ENQUEUE BAPI for the object that you are about to update, then call the BAPI that
actually does the update, and then call the DEQUEUE BAPI for the same object to commit the changed data.

Consider the screenshot below, where we are adding a new address for an employee with the BAPI_EMPADDRESS _
CREATE BAPI. Notice that we are wrapping this BAPI between the BAPI_EMPLOYEET_ENQUEUE and BAPI_
EMPLOYEET_DEQUEUE BAPIs so that the data can be written to the EMPLOYEE object.
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"Chaining" BAPI calls to write data to SAP

K2 Service Object Designer

)

- oy i

"7 BAPY_EMPAT TABS_GE TOETAIL
WPATTARS GETLIST

EZL_400WUH_EMPLOYEEADD

n AddEmployeeAddress

O% BAP_EMPCAFFODE_CREATE
- BAPI_EMPLONMEET_CREATE_PW_REG

' AP EWFLLNVEET_GET_Pw REG

I8 BAP_EMPLOVEET_INITPASSWORD

T BAPY_EMPLODMM_CREATE

OB BAF_EMPLODMM_CREATESLICCESSOR
T BAPY_EMPLOOMM_DELETE

[77 BAPS EWPLOVEET DELETE Pw REG Function Interface

[ Add Parameter

ddddddennF ok mplopes

CETTrTeTTTE—.

K2 Service Object Designer

Hame

IrpadE rplespeseld
Irpudfiddass Typa
IrpaaCiy
TrgudSitnen

Eamidl

Doclwer Datatyee
Flast | bl
Fis - Inte
Fla = | Sring
Flat = | Sxg

sl Funekions

= add Cugtonn Fungtion

e

BAF_EMPLOYEET_EMQUELE
BAF1_ADDRESSEMP_CREATE
BAF_EMPLOYEET_DEQUELE

Adjust sequence

When you use these BAPIs, also note that you would normally have to pass the ID of the record being updated to each
of the BAPIs. This is achieved by using the mapping screen to reuse the EmployeelD input parameter in all of the

chained BAPI calls, as shown below:

Passing the Key ID into each BAPI call

~ap i

=[] CresteEmplogeptiddies: &l BAP_EMPLOYEET_ENQUELE || =
e — HUMBER b
3 WALIET N b
b | IrgastE rcllhste 0w [} &
b IrpustcdessType BAP_ADDRESSEMP_CREATE ™ =
=
b| InguiZiplode Oud [
b InputCiy -5 Red [} &
b |rputCeurinCods BAF_EMPLOYVEET_DEQUEUE T =
= [T BAPI_EMPLOVEET_ENOUE n )=
= in (e - )
b MUMEER VALIDITYE b
b VALIDITYBEGIM Out [ =
=) Ot RETURMD 2 =
# 4z RETURNO CramteE mphwesiddiess 7]
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Custom Transformation Mapping Code
T |

Custom Transformation Mapping code (1/2)

» Use custom code in data mappings to transform input and output
parameters in the mapping screen

= Method will have the SAP input/output parameter and the connect
input/output parameter as method parameters

* Write c# code to manipulate the parameters as required

* Often used for returning SAP documents as SmartObject File
properties, since SAP’s binary format must be converted to a base-64
encoded string

= Example in documentation:
Development & User Guide > Filtering > Adding & Removing Filters = Data
Mapping = Using K2 Connect Transformation mapping to return SAP binary data
to SmartObjects

Custom Transformation Mapping code (2/2)

[T HenCumomFarcant 1 b5, CADCUSENTS_T0_DRJECT | )

" "
| Dby 1 { PR _ORUECT )
LS ! om #x 08Y v,
7 pars_pocusainTs_T0_omal Byte|]: out [
Ok - Base-54 Binary Format "’*.WH.C‘."T‘*R: .
| PR
) PO SAP: PI_COMTENT &
) O v PR i BOCS
B e Standard binary format
.

PTx_CONTENT
P

[seivate void Transfors |custom F2L_400VUH_EEFLOYEEADDRESSE. Types. Servicel . ColleccionFLR DES_CONTENT FTI_CONTENT
ref Systes.Byte[] FileContent

byte(] bytes
if (PTE_CONTENT. Laagth

long lengrh
Syetem. I0. Hemory3iream we - mev Sysiem. I0. Bemory3tress
System, Punt ime  Serializetion, Formatters. Binacry. BinaryFormatter of

Bew Systes. Runtiee. 34 1al1IAtI0n. FOrRAtters Disary. Dinar yrormatter
af Serialice(ws, FTX_CONTENT
lengrh = wa.lLength
bries we . Gevlul fer
strimg encodedists - bytes.Length ¢ ==

Convert  Tobases4Stcing (Bytes, O, bytes. Length, DaseddArormattisglptions Nooe

File - encodediata

L

X Mana Trsiatatin ﬂ m

In some situations, you may need to write code in the transformation mappings to convert a SAP property/parameter
into a K2 connect Service Object property/parameter or vice-versa. The most common reason for a custom trans-
formation mapping is when the native SAP data type does not match any of the available data types for a K2 SmartOb-
ject, even when the SAP data type has been flattened. In practice, this most often happens with documents stored in
SAP, since SAP uses native binary encoding while a SmartObject File property is a base-64 encoded string.
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To achieve the mapping from the SAP data type to a SmartObject data type, you can write C# code in a transformation
mapping. The method will have the SAP parameter and the connect Service method parameter as inputs, and you can

write the code that converts one to the other.

There is an example of this approach in the K2 connect product documentation, at Development & User Guide > Fil-
tering > Adding & Removing Filters > Data Mapping > Using K2 Connect Transformation mapping to return SAP bin-

ary data to SmartObjects.

Consider the diagram below. Here, we are trying to return a document object from SAP (represented by the PTX_
CONTENT field on the left side) to a FileContent Service Object property on the right. To convert the native SAP bin-
ary data type to a base64-encoded string, we wrote a C# method to perform the conversion in the transformation map-
ping block.

7] bads_DOCUMENTS_T0_0GIEN Byte[]:

n Base-64 Binary Format

&) PRA_ORIECT

& PRY_DBUEY SAP: PTS_CONTENT 5
Qou Standard binary format PTA_ID_DOCS

PO

byte(] bytes
if (PTX_CONTENT.Lemgth = 0

leng lengeh = O
Syatem. IO, HemopyStceam wa = new System. IO, BemoryStceam
System. Funt ime . Secialization. Formatters. Dinaxy. Binar yFormatier af

mew Sysvem.Runtime.Serializacion. Forsacters.Binary.BisaryForsateer ()
af.Serialize ws, PTI_CONTENT) :
lengeh wa . Lesgth
byteas e GetBulles ()
strimg encodedbata - bytes.Lemgth + ="

Comverc.ToBases4String ibyves, 0, bytves.Leegrh, BasediFormaccieglptions.None:

File = encodedbata;

L

ut
PR HUMBER_OF_HITS )
Ret [}

MeswCusterf urcten!
Du [}

[ DM5_DOCUMENTS_TO_DBJECT [
W )&
| Defey 1 | FR_OMIECT l]
Oty FF_ORIEY )

| [privace woid Transform (cuscom, KXL_400WUH_ENFLOVEEADDRESS. Types.Servicel.CollectionPLE_DES CONTENT FTX_CONTENT,
£er System Byre([) Filecontent

XK Remove Tranissrmatbes
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Deploying to other servers/environments

Deploylng to other servers/environments (1/2)
Important: target SAP systems MUST expose the same BAPIs
* |mportant: connect Service Instances must have the same GUIDs

= Connect Service Objects are published to default destination on a K2 connect
Server

= K2 SmartObjects are deployed to a K2 blackpearl server and are associated
with a Service Instance

= Destinations must already be configured on target K2 connect servers

» Publish procedure depends on how Destinations are configured
= Connect servers can have multiple destinations, andfor
= Your environment may have separate K2 connect Servers
* |f a connect Server has multiple Destinations
1.  Set Default destination
2. Publish the Service Object
3. Refresh connect Service Instance (if needed)
= |f publishing to a different connect server
1 Open remote deslinations
2 Set default destination (if needed)
3. Publish the Service Object
4 Refresh connect Service Instance (if needed)

* Deploy updated SmartObjects and restart blackpearl service (if needed)

||

Deploylng to other servers/environments (2/2)

You can set the default Destination in connect Administration console or Visual
Studio

=  Current Default Destination is red
=  Right-click another Destination and select Set as Default Destination

KT comnect Destination Explorer [}

K2 connect Destination Explorer

{5 D Fomats Deatingiors.
R ik Current default Destination

Diestinaticans »

et 41 Default Destination

Test Connection

Setting a new default Destination

[For o
-:m
Most enterprise deployments of K2 and SAP will have multiple environments (for example DEV, QA, and PROD). While

you will most likely create your connect Service Objects in the DEV environment, at some point you will want to deploy
your artifacts to the QA and Production environments.

First, the two most important requirements: the target SAP environments MUST expose the same BAPIs, and if you are
deploying K2 SmartObijects, the connect Service Instances for the SmartObjects must have the same Service Instance
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GUIDs. We also assume that the Destinations for the SAP systems have already been set up on each of your target K2
connect/K2 blackpearl servers. (You may want to refer back to the topic Multiple Destinations in the module K2 con-
nect Configuration and Administration for a refresher on how SAP systems map to K2 connect Destinations).

Note

Remember that K2 connect Service Objects are published to a K2 connect server, and are associated with the
Default Destination on that K2 connect Server. If needed, you may need to change the Default Destination before
publishing the connect Service Object.

K2 SmartObjects are deployed to a K2 blackpearl server, and are associated with a specific connect Service
Instance. That's why the Service Instance GUIDs for connect Service Instances must match between the dif-
ferent K2 environments.

The publish procedure depends on the way that Destinations were configured on your K2 connect systems. In all
cases, note that when a K2 connect Server has multiple Destinations configured, you may first need to change the
Default Destination on the K2 connect Service to the destination that your Service Object uses. This is a simple pro-
cedure, and you can use K2 connect Administration console or the Service Object Designer to set the Default Destin-
ation before you publish your Service Object.

In the Destination Explorer, the current Default Destination will be marked in red. If this is not the Destination that you
designed your connect Service Object against, use the right-click menu to set the appropriate Destination as the
default Destination.

Setting the default destination

K2 connect Destination Explorer =

K2 connect Destination Explorer

{2% Open Remote Destinations

| =-4% Connectors
- ERP Connect

=44 SAP R4.7 L
Current default Destination
La-SAP

il
Destinations »

{ Setas Default Destination )

Test Connection

Setting a new default Destination

If you wanted to deploy your Service Object to a different K2 connect/blackpearl server, you will need to use the option

to Open Remote Destinations and connect to the target K2 connect server, before selecting the Default Destination
and publishing your Service Object.
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Connecting to another K2 connect Server

K2 connect Destination Explorer

K2 connect Destination Explorer

' {&% Open Remote Destinations '

[E % Conneclors I
=@ ERPC —
- 44 sap p4 K2 connect Server |
(Gl ral
{2l Dey
?_: g‘i Server |
Post: 8085 =

s

Connecting to a different connect Server

If you think back to the topic What happens when you publish a Service object? , you may recall that the default con-
nect Service Instance on the target K2 blackpearl server is refreshed as part of the publish process. If there are multiple
connect Destinations on the target server, there will be multiple Service Instances as well, and you may need to refresh
the Service Instance for the Destination you selected manually, since the Publish procedure only updates the first con-

nect Service Instance.

Now that the Service Instance is ready, you can deploy the associated K2 SmartObject to the target K2 blackpearl
server, just like you would deploy any other SmartObject. Remember that the connect Service Object Publish pro-
cedure is complete separate from the K2 SmartObject deployment procedure, so these will usually be two separate
steps. Also remember that, if there is an existing SmartObject on the target blackpearl server that uses the updated con-
nect Service Object, you may need to restart the K2 blackpearl server as well, since the blackpearl server holds the con-
nect proxy classes in memory as soon as the SmartObject is executed.

If you have an environment with strict change control policies, remember that you can also publish the connect Service
Object using the connect Administration console. Just hand the .svd file to your connect Administrator and they can use
the administration console to publish the .svd.
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Publishing a Service Object with the K2 connect Administration console

—

General

L
D

(&

Stop service

Add Sarvice Cl'hjcct]

Sethngs

K2 blackpaar Saktings

lerL Protocol

'__'_J Export Service Objact

L perform Deles Check

l Application a
o About

-1 " . 0
3 Exit application

| lﬂ ¥2 cannect Administration
K2 connect Administration Tools

= Rafresh E

Registered Component s

=8

=

5 3 Sendce Object Reposiony
oy SARZIIRPYVGDEMOT
- TesEMPRAR
w-uy K2L_200PYG_DEMOT

=

& Add K2 connect Sandce Object
CQ 6 K2 Leaming ¢ 400WUH » LABI » _Solubon » Kllearning » 400WUH » Serdice

Qrganize =

Mew folder

3 i Drste rradified T:,--_.

00.0P5 Marre
. JOD.MRT
. J00.PEELAE
. ARDUEY
. 300.50E
. 400BLR
. AI0MUH
. K2 Peajec
LaE 1
L&E 2
LAE 3

4172013 T:53 Al K2

[ﬂ‘ Kll_-i-U[I‘WH_:FMP'LD‘f'EF.Wd]

Manually refreshing the default Service Instance with the connect Administration console

Stop service

L.
L
«'tﬁ‘ Add Service Object
[

Settings

K2 blackpear| Sct‘tinqs]

Protocol

u About

-y
[z Exit Application

Application [ 2 ]

m

K2 blackpearl Settings I8
K2 blackpearl Server
Server,  di
Port; 555 = Conrwect |

Conneched lo;  dbe5555

K2 connect Service

Marre; Conrect Service lor k2 denalle com
SAP Authenticaton
@ k2550 Static Credentials SAP 550
Usemame:
Passwond:

[ Refrash Service Instance




Manually refreshing the connect Service Instance with the SmartObject Service Tester utility

[} SmantObjects - Services - Tester
File Taools Miew Help
- 2] Refresh &1l |24 Server Properties | Register ServiceType = Register Servicelns

= ServiceObject Explorer
- | Account Management
-] AD Service2
[#- | CRM Entity
#-=| CAM Functions
"] Custor Worklist Service
'_| Exchange Admiristration
| Exchange Management

= XCanae (vieisosi S
[C] K2 connect Service
BBl Connect Semvice fior k2. denalk:, o

[#]
[
+

]

1T K G Refresh Senace Instance
-] K2Lea

-] K2Learing 400BLR Lab3 Broker Edk Service Instance
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Review and Q&A
Review and Q&A

= Service Objects vs. SmartObjects

= Developer Tools
= Service Object Explorer,
» Test Cockpit
= SmartObject Tester Utility

= Creating Service Objects and K2 SmartObjects
= Manually defining Service Methods

= Using Structures and XML for complex properties

= What happens when you publish connect Service Objects
= Destinations and the default destination

= Service Instances vs. Default Destinations

= Deploying to different K2 connect/blackpearl environments

Let’s review the main topics covered in this learning module:

m Service Objects vs. SmartObjects
m Developer Tools

m Service Object Explorer

m Test Cockpit

m SmartObject Tester Utility
m Creating Service Objects and K2 SmartObjects

m Manually defining Service Methods

Using Structures and XML for complex properties
What happens when you publish connect Service Objects
Destinations and the default destination
Service Instances vs. Default Destinations
m Deploying to different K2 connect/blackpearl environments

Now that you know a little more about developing connect Service Objects and SmartObjects, think about the BAPIs
you may want to expose in your own organization. How would you structure the Service Object methods, and can you
think of reasons you may want to create separate Service Objects vs. adding multiple methods to the same Service
Objects? How would you structure your Visual Studio projects to separate Service Objects from SmartObjects? Can
you think of any potential pitfalls with deploying your Service Objects or SmartObjects?

This is also your opportunity to ask questions that clarify any of the topics covered during this module. If you are unclear
about a topic, please ask the instructor to explain or elaborate.

Additional Resources
The following table lists additional resources that supplement the information provided in this module:

Resource Location and Notes
KB article: http://help.k2.com/en/KB000673.aspx
Troubleshooting Auto  Discusses some common reasons why compilation might fail, and how to troubleshoot com-
Compile Errors pilation errors.

Connect group on K2  http://community.k2.com/t5/forums/searchpage/tab/message?filter=labels&g=k2+connect
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Community The K2 underground community group for K2 connect

KB article: How to http://help.k2.com/en/KB000345.aspx

deploy Service KB article that describes how to deploy connect Service Objects to different environments.

Objects in different

environments

Help guide: how to Development & User Guide > Filtering > Adding & Removing Filters > Data Mapping >

use transformation Using K2 Connect Transformation mapping to return SAP binary data to SmartObjects

mappings to work with

Binary data in SAP Describes how to use custom transformation mapping code to convert a SAP binary prop-
erty into a SmartObject base-64 binary property.
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